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AEVisionLab: Manipulating In-vehicle Ethernet Networks with All-round Vision
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With the increasing adoption of Advanced Driver Assistance Systems (ADAS) in modern cars, the use of vision systems for autonomous
vehicles, driving assistance, and in-vehicle entertainment has introduced new risks and attack vectors to existing In-Vehicle Networks
(IVNs), thus bringing considerable concerns to the automotive cybersecurity space. Prior works have focused on analyzing functional or
partial security aspects of vision systems during ADAS simulation using specialized Automotive Ethernet (AE) equipment or requiring
expensive vehicle-in-the-loop setups. These approaches are either inaccessible to independent security researchers or do not offer
comprehensive insights to help researchers understand the practical implications of attacks in a realistic car employing Automotive
Ethernet IVNs for vision-related use cases. To this end, we build an embedded system, AEVisionLab, using automotive commercial
off-the-shelf (COTS) electronic control units (ECUs) and a workstation. AEVisionLab is a standalone, reusable, and comprehensive
test platform for Automotive Ethernet (AE) networks that allow manipulation of messages over a realistic All-round Vision IVN of a
BMW G20 via 100BASE-T1 Ethernet bridging. AEVisionLab allows replication of driving test scenarios directly with COTS ECUs
and collection of key network performance metrics, facilitating the design, evaluation, and impact analysis of concrete attacks in
the laboratory. We demonstrate the capability of AEVisionLab by designing and evaluating concrete attacks scenarios including
eavesdropping and hijacking of SOME/IP services, manipulation and delaying video feed, among others. We envision AEVisionLab
as a flexible platform for designing and evaluating both attack and mitigation techniques (e.g., intrusion detection) on AE network,
which can be easily extended to support other automotive ECUs, machine learning models for ADAS, or sensors for assisted driving.
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1 Introduction

The Automotive Ethernet (AE) protocol is expanding due to its need for high-speed data transmission in applications
like real-time sensor communication, Advanced Driver Assistance Systems (ADAS), and in-vehicle entertainment.
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2 Anthony et al.

Furthermore, AE can provide quick and secure remote services to support over-the-air software upgrades and real-time
troubleshooting. AE is also essential for software-defined vehicles (SDVs), where a central control unit is connected by
Ethernet links to multiple controllers for specific functions such as Advanced Driver Assistance Systems (ADAS) and
infotainment. Considering the importance of AE protocol in connected cars, security testing of cars employing AE
protocol is crucial.

In this paper, we conceptualize, design and evaluate an embedded system, AEVisionLab, using automotive com-
mercial off-the-shelf (COTS) electronic control units (ECUs) and a workstation. AEVisionLab is a comprehensive test
platform targeted for security testing of AE protocols. In contrast to other automotive test platforms, the distinction of
AEVisionLab is illustrated in Figure 1. Figure 1(a) represents a test platform that performs Vehicle-in-the-Loop (VIL)
testing for ADAS system. However, such test platforms are expensive as they require the use of mechanical equipment
attached to the car such as a Roller Bench for the car wheels. Moreover, this setup is mostly performed by the car
manufacturer who has expertise of the behaviour of the car, In-Vehicle-Network and signals to be read or written
during road scenario simulation via a Hardware-in-the-Loop (HIL) Rack. Similarly, Camera-in-the-loop (Figure 1(b)) is
specifically designed to test the ADAS system without the need of the entire car, however, it still requires knowledge of
the entire ADAS system, which is proprietary to the manufacturer and not accessible to cybersecurity experts. These test
platforms are considered to connect indirectly to the ECUs since the ADAS or ECU testing is performed end-to-end and
does not allow controlling every connection between all ECUs (i.e., direct connection). In contrast, Figure 1(c) illustrates
hybrid platforms that either simulate IVNs or operate real COTS ECUs in conjunction with simulation. However, such
works do not consider protocols or ECUs that are employed in ADAS and All-round Vision systems of autonomous
vehicles (AVs). To bridge this gap, AEVisionLab platform offers extensive and direct control of COTS Cameras, Camera
ECUs, Ethernet switches, thus making AV systems more accessible to cybersecurity research and providing sufficient
control for comprehensive security testing. Moreover, this is accomplished without incurring significant cost as in the
platforms employed in Figures 1(a)-(b).

While designing AEVisionLab, we face several technical challenges. Firstly, one of the key design considerations for
AEVisionLab is to maintain modularity and extensibility of the test platform. To this end, we carefully decomposed
the software and hardware components of AEVisionLab platform. This allowed us to extend the test platform with
different ECUs without affecting the software part. Likewise, AEVisionLab facilitates development of advanced attacks,
monitoring and defense techniques without any change in the hardware. Secondly, since AEVisionLab employs
COTS ECUs, we had to reverse engineer to understand unknown message and protocols, which, in turn allowed us to
investigate and manipulate the flow of messages. Thirdly, we employed various techniques to collect, manipulate and
inject videos of real road scene efficiently. To the best of our knowledge, AEVisionLab is the first test platform to facilitate

arbitrary manipulation of in-vehicle AE network messages including video and using COTS ECUs.

We present the following contributions in AEVisionLab:

(1) We design and implement a realistic test platform targeted towards security analysis of automotive ethernet
(AE) IVNs and protocols using low-cost, yet Commercial-off-the-shelf (COTS) ECUs.

(2) We design and implement AEVisionLab software and hardware platform in a fashion to perform arbitrary
attacks in the IVN. This is accomplished via (i) active tap of AE messages for sniffing, frame injection and
fuzzing; and (ii) video feed simulation and manipulation.

(3) We propose a methodology to perform reverse engineering and fingerprinting of proprietary AE protocols.
This is instantiated to extract video feed from a real all-round vision system IVN of a BMW (G20) car model.

Manuscript submitted to ACM
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Fig. 1. Automotive test platforms

Subsequently, we show thatAEVisionLab can be used to simulate or modify video stream of road scenes within

BMW G20 IVN in real-time.

(4) Our security analysis of BMW G20 IVN reveals vulnerabilities in the all-round vision system. This is then

exploited by �ve attacks including eavesdroping and hijacking of IVN services, delay of camera feed and ECU

identity forgery. These attacks leverageAEVisionLab platform to modify the �ow of messages encapsulating

known AE protocols (e.g., SOME/IP, SOME/IP-SD) as well as a proprietary BMW UDP protocol.

(5) We extensively evaluate the functionality and overall impact ofAEVisionLab in the IVN by measuring key

metrics such as AE message modi�cation latency. We also measure the image similarity between the original

and the altered video feed. The results reveal thatAEVisionLab can perform analysis and attacks of the IVN

with negligible impact in its functionality and performance.

The remainder of the paper is organized as follows. We discuss the motivation behindAEVisionLab in Section 2.

After providing a brief overview ofAEVisionLab architecture and the requirements in Section 3, we present the design

and implementation details ofAEVisionLab in Section 4. In Section 5, we present a comprehensive evaluation of

AEVisionLab including its capabilities and multiple case studies. After discussing related work in Section 6, we present

the future outlook and potential usage ofAEVisionLab in security testing and evaluation in Section 7. We conclude the

paper in Section 8.
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2 Motivation

AEVisionLab uses general communication equipment for AE networks without the need for specialized car equipment.

It does not need an actual car or driving, and uses real ECUs, including the cameras, are connected in an AE network.

Therefore,AEVisionLab can modify any AE messages from a connected ECU and conduct attacks in a laboratory.

Concretely, Table 1 evaluates the di�erent aspects of existing test platforms with respect toAEVisionLab.

No specialised Car AE message No ECU No Laboratory Test
Test Platform car equipment free Sni� Inject Bridging simulation driving Real camera IVN attack Support AE

Keysight SA8710A (VIL) m m l l m l w l m l
KT-CAMULATOR (CIL) m l m m m l l m m l
AutoCrypt CSTP (HIL) m l m m m m l m l m

VitroBench m l m m m l l m l m
AEVisionLab l l l l l l l l l l

Table 1.AEVisionLabwith respect to similar works.l : supported,w: partially supported,m: generally not supported, VIL: Vehicle-in-
the-loop, CIL: Camera-in-the-loop, HIL: Hybrid Hardware-in-the-loop.

Keysight SA8710A1 is a comprehensive cybersecurity test platform and is typically used for the entire car test or

message penetration test. Although it can test subcomponents, its main purpose is to validate the end-to-end systems

against known cyberattacks. Only trained personnel are able to operate this high-performance system, and it generally

needs a car driving on a Roller Bench in a workshop environment to test di�erent scenarios. In contrast, the setup of

AEVisionLab uses COTS ECUs in a laboratory and it involves minimal cost (8000 USD).AEVisionLab can tap any ECU

to modify the message in the IVN as a bridge connection or to simulate an internal attack.

Konrad Technologies (KT) has developed an ADAS Sensor fusion test platform for Radar, Camera, Ultrasonic, and

Lidar sensors. Its KT-CAMULATOR2 is a virtual simulator that emulates the cameras of a car to an ECU. Their purpose

is to test the ADAS function by injecting the camera's video. By itself, it does not monitor the messages from the AE

network. However,AEVisionLab can manipulate the messages of the ECUs, including the actual video of the cameras.

AutoCrypt CSTP3 has three products: Compliance, Fuzzer, and Functional Tester. Their platform can test a car's

single or multiple ECUs and with connected hybrid hardware or software simulation. The products support the CAN

protocol, but are limited in extended support for AE. Furthermore, there are limited HIL test platforms available in the

market for AE research.AEVisionLab �lls the research gap by connecting all required ECUs to an AE network.

Finally, VitroBench [29] is similar to AEVisionLab as a research test platform, except that VitroBench is developed to

manipulate broadcast messages of CAN networks. It is unable to handle high-speed point-to-point AE communication

links. Moreover, VitroBench leverages Python programming, which is too slow for the high-speed AE video stream,

whereasAEVisionLab uses C programming for the high speed AE messages.

3 Test Platform Overview

The automotive industry is rapidly evolving, particularly in using AE communication protocol in the realm of Advanced

Driver Assistance Systems (ADAS) and infotainment technologies. There is a growing demand to evaluate the security

of these systems. We have developed theAEVisionLab test platform, which is speci�cally designed to accommodate

the bandwidth requirements of AE communication protocol.

One application of ADAS systems is the all-round vision camera system, which enhances a vehicle's awareness of its

surroundings and contributes to various safety features. For this test platform, we target an all-round vision camera

1https://www.keysight.com/sg/en/product/SA8710A/automotive-cybersecurity-penetration-test-platform.html
2https://www.konrad-technologies.com/products/adas/camulator-camera-direct-injection
3https://autocrypt.io/products/cstp/
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system, and we have selected real car Electronic Control Units (ECUs) such as the camera ECU, four cameras, and

interfacing ECUs that govern the functionality of such camera systems. These ECUs are integrated into the platform,

which serves as a comprehensive testing environment.

The study focuses on the AE protocol, examining its behavior and potential security vulnerabilities by following

several key aspects:

(1) Observation of AE Messages:AE messages are analyzed to gain insights into the behavior of the four cameras

and the camera ECU. We aim to decipher patterns, identify functionalities, and understand the interactions

between di�erent components of the system.

(2) Fingerprinting: Our objective is to establish a �ngerprint of the system, which includes gathering information

such as the ECU's IP address, decoded message protocols, and timing characteristics. This �ngerprint aids in

subsequent analyses and testing procedures.

(3) Reverse Engineering: We decipher unknown protocols encountered within the AE communication network.

By deconstructing and analyzing the structure of these protocols, we gain an understanding of the decoding of

some unknown messages.

(4) Execution of Fuzzing and Attacks: We test the security posture of the AE communication links via ran-

dom fuzzing and various targeted attacks. These attacks include simulated scenarios aimed at disrupting

communication or exploiting vulnerabilities in the system.

In the following, we will �rst illustrate the overall architecture ofAEVisionLab and subsequently, discuss the

requirements of our design.

3.1 AEVisionLab architecture

TheAEVisionLab platform consists of an automotive testbed, communication interfaces, and software components

(see Figure 2). For the automotive testbed, we study an all-round vision camera testbed. The communication interfaces

intercept the AE links between the ECUs and send the intercepted messages to the workstation, to serve two functions:

(1) Message sni�ng via Capture Module, and

(2) Message injection and modi�cation via Bridging

The workstation (see Figure 2) provides tra�c control and analysis, enabling us to monitor and assess the security

of the ADAS system under various conditions. In addition to hardware components, the software components are

programs and applications that are tailored to support security testing and analysis tasks. Concretely, using such

software components, wemonitor, inject, andmodifymessages. Additionally, we also analyze the behavior of the ADAS

system during testing. Message injection and modi�cation are supported by building a bridge from an ECU to the

workstation and back to the other connecting ECU.

Finally, the platform has an external screen that playbacks videos of road scenes. The ADAS camera can then capture

the simulated road scene. This functionality enables us to modify or analyze the video stream messages and evaluate

the security of the camera system in di�erent scenarios.

3.2 AEVisionLab design requirements

The key consideration in designing theAEVisionLab platform is to make it open and adaptable to various car

architectures. Concretely, such a platform must be able to monitor all selected AE communication links, repeat test

cases, and record results for reproduction and analysis. In addition, the platform can target arbitrary ECUs, enabling
Manuscript submitted to ACM
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Fig. 2. Architecture ofAEVisionLabTest Platform.

message injection and modi�cation for behavior �ngerprinting or fuzzing. In the following, we �rst discuss the attack

model targeted inAEVisionLab. Subsequently, we outline the operational requirements to realize the targeted attack

model.

Attack Model.To perform any attack,AEVisionLab considers a Dolev-Yao adversary (i.e., attacker), which is able to

eavesdrop, modify, inject or drop legitimate messages between a pair of automotive Ethernet ECUs. Such adversary

resides within a compromised ECU or is inserted (e.g., bridged) in the automotive Ethernet link, hence acting as a

Man-in-the-Middle attacker. For both cases, we assume an already compromised component by means of physically

bridging an external hardware to the automotive Ethernet link such as bridge or by means of exploiting the �rmware

of the target ECU (e.g., via BLE vulnerabilities in the BDC [28]). In practical terms, aCompromised ECUcan perform

malicious actions in all Ethernet links connected to it, while aCompromised Linkcan only a�ect the pair of ECUs

connected to such link, therefore requiring multiple taps to compromise the link of all cameras in the All-round vision

IVN. Nonetheless, the actions carried by the Dolev-Yao adversary are the same in both scenarios. This is because we

assume that the adversary has no knowledge of any encryption during AE communication and hence she can only

modify plain-text messages. From such starting point, the adversary can choose which component to a�ect in the IVN.

For example, Figure 3 exempli�es attack surfaces where an adversary can be introduced within the All-round vision

IVN (see Table 2 for ECU details). Concretely, messages originating from a compromisedRcam(or its link to the TSRVC)

can a�ect other ECUs in the path of processing or forwarding video frames such asTSRVC, BDCandHU.

To showcase the impact to multiple ECUs of the All-round vision IVN, we perform practical Man-in-the-Middle

attacks by individually compromising di�erent links (i.e., bridging) of the IVN as illustrated in Figure 3. The impact of

each attack is discussed in our evaluation (Section 5).

Requirements for Automotive Ethernet Testbed.The ECUs of the testbed should include modules for camera control,

cameras, and relevant interfaces to form a functional all-round vision camera system. Such modules are required to

create meaningful test scenarios. Additionally, there should be provisions to intercept camera video streams and control

messages. Moreover, the system should allow for disconnecting targeted ECUs to bypass messages via the workstation

Manuscript submitted to ACM
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Fig. 3. A Dolev-Yao adversary can eavesdrop or manipulate within the All-round vision system.

and resend them, possibly after modi�cations, to other connected ECUs. Finally, the test platform should be versatile

enough to replace the testbed for di�erent car models.

Requirements for Message Sni�ng.The Capture Module must be able to tap the AE links and sni� the messages from

the ECUs of the test platform. The common protocols used in the current car's architecture [14] are 100BASE-T1 and

1000BASE-T1 [23]. We specify our requirements for the Capture Module based on these two protocols:

� The data rate is 100Mbit/s or 1000Mbit/s.

� The tapping of the link should have no impact on the functionality of the automotive testbed.

� At least six AE links can be supported simultaneously with a common data rate.

� The connected links are inter-changeable from the testbed's ECUs and each link can be con�gured independently.

� The messages of the tapped links are forwarded to the workstation for real-time monitoring and logging.

Due to the limited number of links in most Capture Modules, the sni�ng should be extensible by combining several

Capture Modules for more AE links.

Requirements for Message Injection and Modi�cation.The system should allow AE link interception for message

injection and modi�cation. This functionality is crucial for our test platform, as we target security testing and analysis.

To accomplish this, an ECU can be isolated by disconnecting its link and the intercepted messages are routed through

the workstation. They will be modi�ed by software components before being forwarded to the other connected ECUs.

This interception will be performed by an AE bridge, i.e. two compatible AE adapters converting from 100BASE-T1 or

1000BASE-T1 protocol to the workstation Ethernet protocol.

Requirements for Video Simulation.Notably, among various message types, the video stream is expected to have the

highest bandwidth, capped at 30 frames per second (fps). Any modi�cation of intercepted video frames must occur

within a single frame duration, which is approximately 33 milliseconds, to ensure real-time processing. The test platform

should enable viewing and analysis of individual camera feeds, assessing the e�ects of di�erent test scenarios on both

video and control messages. It should support real-time capture of video, playback of captured video, and logging of

real-time video messages. Additionally, it should facilitate o�ine analysis of video messages and modify these messages.

Moreover, the platform should allow for the injection of modi�ed video messages back into the communication network.

Requirements for Software Component.The software component for theAEVisionLab test platform is designed with

several key features and requirements:

(1) Sni�ng & Logging: This is to capture Ethernet messages without disrupting the car's normal operation and

storing them in an appropriate format for subsequent inspection.
Manuscript submitted to ACM
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(2) Message Injection and Modi�cation: The software component needs to be capable of injecting (modi�ed) messages

into targeted AE links at arbitrary time intervals.

(3) Interception: The intercepted messages need to pass through the workstation bidirectionally for the purpose of

testing and analysis. Thus, such interception should incur minimal processing time to ensure e�ciency.

(4) Fuzzing & Attacks: Such a component needs to facilitate message fuzzing (e.g., modi�cation). Likewise, di�erent

targeted attacks can be launched by message interception, modi�cation and injection.

In summary, the software component inAEVisionLab enables interception and modi�cation of arbitrary ECU messages

while ensuring e�cient performance to avoid impacting normal car functions on the test platform. It o�ers options to

pass through, modify, block, or inject additional messages.

4 Implementation of AEVisionLab Test Platform

This section elaborates the design and implementation details of various components (see Figure 2) discussed in the

preceding section.

4.1 Automotive Ethernet Testbed Implementation

The implementation of the automotive ethernet testbed involves ECUs responsible for controlling the cameras of the

all-round vision system (see Figure 4) in a BMW Series 3 Seventh generation (G20) car model4. These ECUs include

the Headunit (HU), Body Domain Controller (BDC), Camera Controller (TSRVC), Front camera (Fcam), Driver camera

(Dcam), Passenger camera (Pcam), and Rear camera (Rcam). Table 2 describes the ECUs. These components are arranged

on a test board as shown in Figure 30.

Fig. 4. Automotive AE Testbed Design

4https://en.wikipedia.org/wiki/BMW_3_Series_(G20)
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Table 2. ECU Description

Item Description

All-round cameras: Fcam,
Rcam, Dcam, and Pcam

The cameras provide a surround view that includes a Rear View, Panorama View,
Top View, and 3D View. The cameras in the exterior mirrors (Dcam and Pcam) as
well as at the front (Fcam) and rear (Rcam) of the vehicle allow for a 360°view.

TSRVC TSRVC stands for Top Side Rear View Controller. The controller is used to
manage the di�erent video feeds and display them.

BDC The Body Domain Controller is responsible for managing network and identity
requests. It acts as a gateway to control all modules in a centralized way, manage
all loads, and allocate system resources.

HU The headunit is the vehicle's audio-visual component providing screens, buttons,
and system controls for numerous integrated information and entertainment
functions.

4.2 Message Monitoring via Capture Module

The communication interface for capturing Ethernet messages is implemented by a capture module, CM1000 High

MATEnet5. The captured messages are then logged by WireShark. In particular, the capture module is an active

tap device capturing tra�c supporting up to 6 point-to-point 100/1000BASE-T1 connections using the �Technically

Enhanced Capture Module" (TECM) Protocol. The ports are con�gured via its web server. If further ports are required,

the built-in synchronization using 802.1AS enables the cascading of multiple capture modules.

There are six AE links on this testbed and CM1000 is con�gured for 100Base-T1 sni�ng from these six links as

shown in Table 3. Each ECU is connected to an input port and assigned an interface ID. Each port is either Master or

Slave depending on the design of the ECU.

Table 3. Capture Module Configuration

Link Connect ID ECU IP Address 100Base-T1

1 T1-1A 1 Headunit (HU) 160.48.199.99 Master
T1-1B 2 Body Domain Controller (BDC) 160.48.199.16 Slave

2 T1-2A 3 Camera ECU (TSRVC) 160.48.199.117 / 160.48.199.6 Master
T1-2B 4 Body Domain Controller (BDC) 160.48.199.16 Slave

3 T1-3A 5 Camera ECU (TSRVC) 160.48.199.6 Slave
T1-3B 6 Front Camera (Fcam) 160.48.199.12 Master

4 T1-4A 7 Camera ECU (TSRVC) 160.48.199.6 Slave
T1-4B 8 Driver Camera (Dcam) 160.48.199.10 Master

5 T1-5A 9 Camera ECU (TSRVC) 160.48.199.6 Slave
T1-5B 10 Passenger Camera (Pcam) 160.48.199.8 Master

6 T1-6A 11 Camera ECU (TSRVC) 160.48.199.6 Slave
T1-6B 12 Rear Camera (Rcam) 160.48.199.7 Master

All the links' messages are monitored from the output port GB-B and captured by the workstation via Wireshark. As

shown in Figure 5, CM1000 encapsulates the message packet with a TECM header. The header shows the Interface ID

which indicates the connected ECU. Wireshark also shows its decoded message's protocol.

4.3 Message Injection and Modification via Bridging

Bridging capability is implemented in the AE testbed to intercept messages from a targeted ECU. An illustration of

this bridging process is depicted in Figure 6. In this example, messages from the Rear camera (Rcam) are isolated from
5https://www.technica-engineering.com/capture-module-1000-high/
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Fig. 5. Wireshark Sni�ing

the Camera ECU (TSRVC) using two AE adapters. These adapters facilitate bidirectional data conversion between the

vehicle's two-wire Ethernet 100BASE-T1 interface and the standard Ethernet RJ45 interface. Intercepted messages are

then routed to the workstation and back to both the Rcam and TSRVC. These intercepted messages can either be passed

as is (e.g., for inspection purposes) or modi�ed by the workstation (e.g., for fuzzing and attacks). The link is also being

actively tapped and logged by the Capture Module as part of the message monitoring.

4.4 Implementation of So�ware Component

The following software components are implemented and executed on the workstation.

Message Monitoring.For sni�ng and logging of messages, we leverage on Wireshark - a free and open-source packet

analyzer. We use Wireshark to monitor the captured messages from CM1000 and saving to a PCAP log �le. Wireshark

can also monitor and save the messages from the two bridging Ethernet interfaces on the workstation.

Message Injection and Modi�cation.We implement injection and modi�cation of messages via C programs. Nonethe-

less, any programming language can be chosen for this purpose. When a link is bridged, the targeted ECU is isolated and

its messages pass through the workstation. We usepfbridge from thePF_Ring library 6 to implement the message's

pass-through. This implements a one-directional pass-through from one Ethernet interfaceeth1 to the other interface

eth3. Another instance of pfbridge is required for the other direction i.e., frometh3 to eth1.

6https://www.ntop.org/guides/pf_ring/index.html
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Fig. 6. Bridging the rear camera from TSRVC

Fuzzing or Attacks.At present, our testbed includesrandom fuzzingof the message packets. We randomly select

a byte and replace its value randomly, before sending the fuzzed packet. Although our current implementation only

supports random fuzzing, our test platform allows the community to research and implement sophisticated fuzzing

algorithms on the test platform. The message bu�er also facilitates our coding to modify the message to conductattacks

by injecting crafted messages to send to the ECU.

Video Monitoring.AEVisionLab includes a display to demonstrate the video from the four cameras. We develop a C

program for this video monitoring in real-time. The camera sends each image frame with multiple video packets to

TSRVC via its link. When the testbed is running, the video packets are collected by the workstation by sni�ng from port

GB-B of CM1000 and consolidated into an image frame. Continuous image frames are then displayed on the monitor to

form a video stream (see Figure 7). For display purposes, we leverageFFmpeg- a free and open-source software for

video processing.FFmpegincludes several di�erent libraries and programs to manipulate and handle video �les.

4.5 Video Simulation

We set up a video simulation framework incorporating various cameras of the all-round vision system. The video

simulation enhances the research for navigation, safety, security, and other similar applications. It has two types of video

simulation:(i) Simulated road sceneswhere video of road scenes are played back on monitor displays and captured by

the cameras to simulate various driving scenarios.(ii) Augmented video messageswhere video messages are intercepted

Manuscript submitted to ACM




	Abstract
	1 Introduction
	2 Motivation
	3 Test Platform Overview
	3.1 AEVisionLab architecture
	3.2 AEVisionLab design requirements

	4 Implementation of AEVisionLab Test Platform
	4.1 Automotive Ethernet Testbed Implementation
	4.2 Message Monitoring via Capture Module
	4.3 Message Injection and Modification via Bridging
	4.4 Implementation of Software Component
	4.5 Video Simulation
	4.6 Reverse Engineering

	5 Evaluation
	5.1 Testing Setup
	5.2 AE Testbed Capabilities
	5.3 Case Studies

	6 Related Work
	7 Discussion and Future Outlook
	7.1 Towards a flexible Automotive Ethernet test platform
	7.2 Towards an extensible research platform for sensors-oriented driving
	7.3 Towards directed fuzzing for AE network
	7.4 Towards creating a research dataset for AE network

	8 Conclusion
	References
	A AE Testbed Layout

