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With the increasing adoption of Advanced Driver Assistance Systems (ADAS) in modern cars, the use of vision systems for autonomous
vehicles, driving assistance, and in-vehicle entertainment has introduced new risks and attack vectors to existing In-Vehicle Networks
(IVNs), thus bringing considerable concerns to the automotive cybersecurity space. Prior works have focused on analyzing functional or
partial security aspects of vision systems during ADAS simulation using specialized Automotive Ethernet (AE) equipment or requiring
expensive vehicle-in-the-loop setups. These approaches are either inaccessible to independent security researchers or do not offer
comprehensive insights to help researchers understand the practical implications of attacks in a realistic car employing Automotive
Ethernet IVNs for vision-related use cases. To this end, we build an embedded system, AEVIsIONLAB, using automotive commercial
off-the-shelf (COTS) electronic control units (ECUs) and a workstation. AEVISIONLAB is a standalone, reusable, and comprehensive
test platform for Automotive Ethernet (AE) networks that allow manipulation of messages over a realistic All-round Vision IVN of a
BMW G20 via 100BASE-T1 Ethernet bridging. AEVisioNLAB allows replication of driving test scenarios directly with COTS ECUs
and collection of key network performance metrics, facilitating the design, evaluation, and impact analysis of concrete attacks in
the laboratory. We demonstrate the capability of AEVIsIONLAB by designing and evaluating concrete attacks scenarios including
eavesdropping and hijacking of SOME/IP services, manipulation and delaying video feed, among others. We envision AEVisioNLAB
as a flexible platform for designing and evaluating both attack and mitigation techniques (e.g., intrusion detection) on AE network,

which can be easily extended to support other automotive ECUs, machine learning models for ADAS, or sensors for assisted driving.
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2 Anthony et al.

Furthermore, AE can provide quick and secure remote services to support over-the-air software upgrades and real-time
troubleshooting. AE is also essential for software-defined vehicles (SDVs), where a central control unit is connected by
Ethernet links to multiple controllers for specific functions such as Advanced Driver Assistance Systems (ADAS) and
infotainment. Considering the importance of AE protocol in connected cars, security testing of cars employing AE
protocol is crucial.

In this paper, we conceptualize, design and evaluate an embedded system, AEVisIONLAB, using automotive com-
mercial off-the-shelf (COTS) electronic control units (ECUs) and a workstation. AEVISIONLAB is a comprehensive test
platform targeted for security testing of AE protocols. In contrast to other automotive test platforms, the distinction of
AEV1s10NLAB is illustrated in Figure 1. Figure 1(a) represents a test platform that performs Vehicle-in-the-Loop (VIL)
testing for ADAS system. However, such test platforms are expensive as they require the use of mechanical equipment
attached to the car such as a Roller Bench for the car wheels. Moreover, this setup is mostly performed by the car
manufacturer who has expertise of the behaviour of the car, In-Vehicle-Network and signals to be read or written
during road scenario simulation via a Hardware-in-the-Loop (HIL) Rack. Similarly, Camera-in-the-loop (Figure 1(b)) is
specifically designed to test the ADAS system without the need of the entire car, however, it still requires knowledge of
the entire ADAS system, which is proprietary to the manufacturer and not accessible to cybersecurity experts. These test
platforms are considered to connect indirectly to the ECUs since the ADAS or ECU testing is performed end-to-end and
does not allow controlling every connection between all ECUs (i.e., direct connection). In contrast, Figure 1(c) illustrates
hybrid platforms that either simulate IVNs or operate real COTS ECUs in conjunction with simulation. However, such
works do not consider protocols or ECUs that are employed in ADAS and All-round Vision systems of autonomous
vehicles (AVs). To bridge this gap, AEVisioNLAB platform offers extensive and direct control of COTS Cameras, Camera
ECUs, Ethernet switches, thus making AV systems more accessible to cybersecurity research and providing sufficient
control for comprehensive security testing. Moreover, this is accomplished without incurring significant cost as in the
platforms employed in Figures 1(a)-(b).

While designing AEVisioNLAB, we face several technical challenges. Firstly, one of the key design considerations for
AFEVISIONLAB is to maintain modularity and extensibility of the test platform. To this end, we carefully decomposed
the software and hardware components of AEVisioNLAB platform. This allowed us to extend the test platform with
different ECUs without affecting the software part. Likewise, AEVIsiONLAB facilitates development of advanced attacks,
monitoring and defense techniques without any change in the hardware. Secondly, since AEVisioNLAB employs
COTS ECUs, we had to reverse engineer to understand unknown message and protocols, which, in turn allowed us to
investigate and manipulate the flow of messages. Thirdly, we employed various techniques to collect, manipulate and
inject videos of real road scene efficiently. To the best of our knowledge, AEVISIONLAB is the first test platform to facilitate
arbitrary manipulation of in-vehicle AE network messages including video and using COTS ECUs.

We present the following contributions in AEVISIONLAB:

(1) We design and implement a realistic test platform targeted towards security analysis of automotive ethernet
(AE) IVNs and protocols using low-cost, yet Commercial-off-the-shelf (COTS) ECUs.

(2) We design and implement AEVisIONLAB software and hardware platform in a fashion to perform arbitrary
attacks in the IVN. This is accomplished via (i) active tap of AE messages for sniffing, frame injection and
fuzzing; and (ii) video feed simulation and manipulation.

(3) We propose a methodology to perform reverse engineering and fingerprinting of proprietary AE protocols.

This is instantiated to extract video feed from a real all-round vision system IVN of a BMW (G20) car model.
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Fig. 1. Automotive test platforms

Subsequently, we show that AEVISIONLAB can be used to simulate or modify video stream of road scenes within
BMW G20 IVN in real-time.

(4) Our security analysis of BMW G20 IVN reveals vulnerabilities in the all-round vision system. This is then
exploited by five attacks including eavesdroping and hijacking of IVN services, delay of camera feed and ECU
identity forgery. These attacks leverage AEVIsIONLAB platform to modify the flow of messages encapsulating
known AE protocols (e.g., SOME/IP, SOME/IP-SD) as well as a proprietary BMW UDP protocol.

(5) We extensively evaluate the functionality and overall impact of AEVISIONLAB in the IVN by measuring key
metrics such as AE message modification latency. We also measure the image similarity between the original
and the altered video feed. The results reveal that AEVisIoNLAB can perform analysis and attacks of the IVN

with negligible impact in its functionality and performance.

The remainder of the paper is organized as follows. We discuss the motivation behind AEVisioNLAB in Section 2.
After providing a brief overview of AEVISIONLAB architecture and the requirements in Section 3, we present the design
and implementation details of AEVISIONLAB in Section 4. In Section 5, we present a comprehensive evaluation of
AEVisioNLaB including its capabilities and multiple case studies. After discussing related work in Section 6, we present
the future outlook and potential usage of AEVIsIONLAB in security testing and evaluation in Section 7. We conclude the
paper in Section 8.
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2 Motivation

AEViIsIoNLAB uses general communication equipment for AE networks without the need for specialized car equipment.
It does not need an actual car or driving, and uses real ECUs, including the cameras, are connected in an AE network.
Therefore, AEVISIONLAB can modify any AE messages from a connected ECU and conduct attacks in a laboratory.

Concretely, Table 1 evaluates the different aspects of existing test platforms with respect to AEVisioNLAB.

No specialised | Car AE message No ECU No Laboratory Test
Test Platform car equipment | free | Sniff | Inject | Bridging | simulation | driving | Real camera | IVN attack | Support AE
Keysight SA8710A (VIL) O ®) [ [ O (] ] (] O [
KT-CAMULATOR (CIL) O [ J O O O [ ] [ ] O O [ J
AutoCrypt CSTP (HIL) ©] [ ] o] o] ©] ©] [ ] O ® O
VitroBench ©] o O O ®] o o ©] [ ] O
AEVIsioNLAB [ ] [ ] [ ] [ ] [ ] o [ ] [ [ ] [ ]

Table 1. AEVisioNLAB with respect to similar works. @: supported, D: partially supported, O: generally not supported, VIL: Vehicle-in-
the-loop, CIL: Camera-in-the-loop, HIL: Hybrid Hardware-in-the-loop.

Keysight SA8710A! is a comprehensive cybersecurity test platform and is typically used for the entire car test or
message penetration test. Although it can test subcomponents, its main purpose is to validate the end-to-end systems
against known cyberattacks. Only trained personnel are able to operate this high-performance system, and it generally
needs a car driving on a Roller Bench in a workshop environment to test different scenarios. In contrast, the setup of
AEVisioNLAB uses COTS ECUs in a laboratory and it involves minimal cost (8000 USD). AEVIsIONLAB can tap any ECU
to modify the message in the IVN as a bridge connection or to simulate an internal attack.

Konrad Technologies (KT) has developed an ADAS Sensor fusion test platform for Radar, Camera, Ultrasonic, and
Lidar sensors. Its KI-CAMULATOR ? is a virtual simulator that emulates the cameras of a car to an ECU. Their purpose
is to test the ADAS function by injecting the camera’s video. By itself, it does not monitor the messages from the AE
network. However, AEVIsIoNLAB can manipulate the messages of the ECUs, including the actual video of the cameras.

AutoCrypt CSTP 3 has three products: Compliance, Fuzzer, and Functional Tester. Their platform can test a car’s
single or multiple ECUs and with connected hybrid hardware or software simulation. The products support the CAN
protocol, but are limited in extended support for AE. Furthermore, there are limited HIL test platforms available in the
market for AFE research. AEVIsioNLaB fills the research gap by connecting all required ECUs to an AE network.

Finally, VitroBench [29] is similar to AEVISIONLAB as a research test platform, except that VitroBench is developed to
manipulate broadcast messages of CAN networks. It is unable to handle high-speed point-to-point AE communication
links. Moreover, VitroBench leverages Python programming, which is too slow for the high-speed AE video stream,

whereas AEVIsIOoNLAB uses C programming for the high speed AE messages.

3 Test Platform Overview

The automotive industry is rapidly evolving, particularly in using AE communication protocol in the realm of Advanced
Driver Assistance Systems (ADAS) and infotainment technologies. There is a growing demand to evaluate the security
of these systems. We have developed the AEVIsIONLAB test platform, which is specifically designed to accommodate
the bandwidth requirements of AE communication protocol.

One application of ADAS systems is the all-round vision camera system, which enhances a vehicle’s awareness of its

surroundings and contributes to various safety features. For this test platform, we target an all-round vision camera

Lhttps://www.keysight.com/sg/en/product/SA8710A/automotive- cybersecurity-penetration- test-platform.html
Zhttps://www.konrad-technologies.com/products/adas/camulator- camera-direct-injection
3https://autocrypt.io/products/cstp/
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system, and we have selected real car Electronic Control Units (ECUs) such as the camera ECU, four cameras, and
interfacing ECUs that govern the functionality of such camera systems. These ECUs are integrated into the platform,
which serves as a comprehensive testing environment.

The study focuses on the AE protocol, examining its behavior and potential security vulnerabilities by following

several key aspects:

(1) Observation of AE Messages: AE messages are analyzed to gain insights into the behavior of the four cameras
and the camera ECU. We aim to decipher patterns, identify functionalities, and understand the interactions
between different components of the system.

(2) Fingerprinting: Our objective is to establish a fingerprint of the system, which includes gathering information
such as the ECU’s IP address, decoded message protocols, and timing characteristics. This fingerprint aids in
subsequent analyses and testing procedures.

(3) Reverse Engineering: We decipher unknown protocols encountered within the AE communication network.
By deconstructing and analyzing the structure of these protocols, we gain an understanding of the decoding of
some unknown messages.

(4) Execution of Fuzzing and Attacks: We test the security posture of the AE communication links via ran-
dom fuzzing and various targeted attacks. These attacks include simulated scenarios aimed at disrupting

communication or exploiting vulnerabilities in the system.

In the following, we will first illustrate the overall architecture of AEVisioNLAB and subsequently, discuss the

requirements of our design.

3.1 AEVisioNLAB architecture

The AEVisIoNLAB platform consists of an automotive testbed, communication interfaces, and software components
(see Figure 2). For the automotive testbed, we study an all-round vision camera testbed. The communication interfaces

intercept the AE links between the ECUs and send the intercepted messages to the workstation, to serve two functions:

(1) Message sniffing via Capture Module, and

(2) Message injection and modification via Bridging

The workstation (see Figure 2) provides traffic control and analysis, enabling us to monitor and assess the security
of the ADAS system under various conditions. In addition to hardware components, the software components are
programs and applications that are tailored to support security testing and analysis tasks. Concretely, using such
software components, we monitor, inject, and modify messages. Additionally, we also analyze the behavior of the ADAS
system during testing. Message injection and modification are supported by building a bridge from an ECU to the
workstation and back to the other connecting ECU.

Finally, the platform has an external screen that playbacks videos of road scenes. The ADAS camera can then capture
the simulated road scene. This functionality enables us to modify or analyze the video stream messages and evaluate

the security of the camera system in different scenarios.

3.2 AEVisioNLAB design requirements

The key consideration in designing the AEVisioNLaB platform is to make it open and adaptable to various car
architectures. Concretely, such a platform must be able to monitor all selected AE communication links, repeat test

cases, and record results for reproduction and analysis. In addition, the platform can target arbitrary ECUs, enabling
Manuscript submitted to ACM
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Fig. 2. Architecture of AEVisioNLAB Test Platform.

message injection and modification for behavior fingerprinting or fuzzing. In the following, we first discuss the attack
model targeted in AEVIsioNLAB. Subsequently, we outline the operational requirements to realize the targeted attack

model.

Attack Model. To perform any attack, AEVISIONLAB considers a Dolev-Yao adversary (i.e., attacker), which is able to
eavesdrop, modify, inject or drop legitimate messages between a pair of automotive Ethernet ECUs. Such adversary
resides within a compromised ECU or is inserted (e.g., bridged) in the automotive Ethernet link, hence acting as a
Man-in-the-Middle attacker. For both cases, we assume an already compromised component by means of physically
bridging an external hardware to the automotive Ethernet link such as bridge or by means of exploiting the firmware
of the target ECU (e.g., via BLE vulnerabilities in the BDC [28]). In practical terms, a Compromised ECU can perform
malicious actions in all Ethernet links connected to it, while a Compromised Link can only affect the pair of ECUs
connected to such link, therefore requiring multiple taps to compromise the link of all cameras in the All-round vision
IVN. Nonetheless, the actions carried by the Dolev-Yao adversary are the same in both scenarios. This is because we
assume that the adversary has no knowledge of any encryption during AE communication and hence she can only
modify plain-text messages. From such starting point, the adversary can choose which component to affect in the IVN.
For example, Figure 3 exemplifies attack surfaces where an adversary can be introduced within the All-round vision
IVN (see Table 2 for ECU details). Concretely, messages originating from a compromised Rcam (or its link to the TSRVC)
can affect other ECUs in the path of processing or forwarding video frames such as TSRVC, BDC and HU.

To showecase the impact to multiple ECUs of the All-round vision IVN, we perform practical Man-in-the-Middle
attacks by individually compromising different links (i.e., bridging) of the IVN as illustrated in Figure 3. The impact of

each attack is discussed in our evaluation (Section 5).

Requirements for Automotive Ethernet Testbed. The ECUs of the testbed should include modules for camera control,
cameras, and relevant interfaces to form a functional all-round vision camera system. Such modules are required to
create meaningful test scenarios. Additionally, there should be provisions to intercept camera video streams and control
messages. Moreover, the system should allow for disconnecting targeted ECUs to bypass messages via the workstation

Manuscript submitted to ACM
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——

Fig. 3. A Dolev-Yao adversary can eavesdrop or manipulate within the All-round vision system.

and resend them, possibly after modifications, to other connected ECUs. Finally, the test platform should be versatile

enough to replace the testbed for different car models.

Requirements for Message Sniffing. The Capture Module must be able to tap the AE links and sniff the messages from
the ECUs of the test platform. The common protocols used in the current car’s architecture [14] are 100BASE-T1 and
1000BASE-T1 [23]. We specify our requirements for the Capture Module based on these two protocols:

o The data rate is 100Mbit/s or 1000Mbit/s.

e The tapping of the link should have no impact on the functionality of the automotive testbed.

e At least six AF links can be supported simultaneously with a common data rate.

o The connected links are inter-changeable from the testbed’s ECUs and each link can be configured independently.

o The messages of the tapped links are forwarded to the workstation for real-time monitoring and logging.

Due to the limited number of links in most Capture Modules, the sniffing should be extensible by combining several

Capture Modules for more AE links.

Requirements for Message Injection and Modification. The system should allow AE link interception for message
injection and modification. This functionality is crucial for our test platform, as we target security testing and analysis.
To accomplish this, an ECU can be isolated by disconnecting its link and the intercepted messages are routed through
the workstation. They will be modified by software components before being forwarded to the other connected ECUs.
This interception will be performed by an AE bridge, i.e. two compatible AE adapters converting from 100BASE-T1 or
1000BASE-T1 protocol to the workstation Ethernet protocol.

Requirements for Video Simulation. Notably, among various message types, the video stream is expected to have the
highest bandwidth, capped at 30 frames per second (fps). Any modification of intercepted video frames must occur
within a single frame duration, which is approximately 33 milliseconds, to ensure real-time processing. The test platform
should enable viewing and analysis of individual camera feeds, assessing the effects of different test scenarios on both
video and control messages. It should support real-time capture of video, playback of captured video, and logging of
real-time video messages. Additionally, it should facilitate offline analysis of video messages and modify these messages.

Moreover, the platform should allow for the injection of modified video messages back into the communication network.

Requirements for Software Component. The software component for the AEVisIONLAB test platform is designed with

several key features and requirements:

(1) Sniffing & Logging: This is to capture Ethernet messages without disrupting the car’s normal operation and

storing them in an appropriate format for subsequent inspection.
Manuscript submitted to ACM
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(2) Message Injection and Modification: The software component needs to be capable of injecting (modified) messages
into targeted AE links at arbitrary time intervals.

(3) Interception: The intercepted messages need to pass through the workstation bidirectionally for the purpose of
testing and analysis. Thus, such interception should incur minimal processing time to ensure efficiency.

(4) Fuzzing & Attacks: Such a component needs to facilitate message fuzzing (e.g., modification). Likewise, different

targeted attacks can be launched by message interception, modification and injection.

In summary, the software component in AEVIsIONLAB enables interception and modification of arbitrary ECU messages
while ensuring efficient performance to avoid impacting normal car functions on the test platform. It offers options to

pass through, modify, block, or inject additional messages.

4 Implementation of AEVisioNLAB Test Platform

This section elaborates the design and implementation details of various components (see Figure 2) discussed in the

preceding section.

4.1 Automotive Ethernet Testbed Implementation

The implementation of the automotive ethernet testbed involves ECUs responsible for controlling the cameras of the
all-round vision system (see Figure 4) in a BMW Series 3 Seventh generation (G20) car model*. These ECUs include
the Headunit (HU), Body Domain Controller (BDC), Camera Controller (TSRVC), Front camera (Fcam), Driver camera
(Dcam), Passenger camera (Pcam), and Rear camera (Rcam). Table 2 describes the ECUs. These components are arranged

on a test board as shown in Figure 30.
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Fig. 4. Automotive AE Testbed Design

“https://en.wikipedia.org/wiki/BMW_3_Series_(G20)
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Table 2. ECU Description

Item Description

All-round cameras: Fcam, The cameras provide a surround view that includes a Rear View, Panorama View,

Rcam, Dcam, and Pcam Top View, and 3D View. The cameras in the exterior mirrors (Dcam and Pcam) as
well as at the front (Fcam) and rear (Rcam) of the vehicle allow for a 360° view.

TSRVC TSRVC stands for Top Side Rear View Controller. The controller is used to
manage the different video feeds and display them.

BDC The Body Domain Controller is responsible for managing network and identity

requests. It acts as a gateway to control all modules in a centralized way, manage
all loads, and allocate system resources.

HU The headunit is the vehicle’s audio-visual component providing screens, buttons,
and system controls for numerous integrated information and entertainment
functions.

4.2 Message Monitoring via Capture Module

The communication interface for capturing Ethernet messages is implemented by a capture module, CM1000 High
MATEnet’. The captured messages are then logged by WireShark. In particular, the capture module is an active
tap device capturing traffic supporting up to 6 point-to-point 100/1000BASE-T1 connections using the “Technically
Enhanced Capture Module" (TECM) Protocol. The ports are configured via its web server. If further ports are required,
the built-in synchronization using 802.1AS enables the cascading of multiple capture modules.

There are six AE links on this testbed and CM1000 is configured for 100Base-T1 sniffing from these six links as
shown in Table 3. Each ECU is connected to an input port and assigned an interface ID. Each port is either Master or

Slave depending on the design of the ECU.

Table 3. Capture Module Configuration

Link Connect ID ECU IP Address 100Base-T1

1 T1-1A 1 Headunit (HU) 160.48.199.99 Master
T1-1B 2 Body Domain Controller (BDC) 160.48.199.16 Slave

2 T1-2A 3 Camera ECU (TSRVC) 160.48.199.117 / 160.48.199.6  Master
T1-2B 4 Body Domain Controller (BDC) 160.48.199.16 Slave

3 T1-3A 5  Camera ECU (TSRVC) 160.48.199.6 Slave
T1-3B 6  Front Camera (Fcam) 160.48.199.12 Master

4 T1-4A 7  Camera ECU (TSRVC) 160.48.199.6 Slave
T1-4B 8  Driver Camera (Dcam) 160.48.199.10 Master

5 T1-5A 9  Camera ECU (TSRVC) 160.48.199.6 Slave
T1-5B 10 Passenger Camera (Pcam) 160.48.199.8 Master

6 T1-6A 11  Camera ECU (TSRVC) 160.48.199.6 Slave
T1-6B 12 Rear Camera (Rcam) 160.48.199.7 Master

All the links’ messages are monitored from the output port GB-B and captured by the workstation via Wireshark. As
shown in Figure 5, CM1000 encapsulates the message packet with a TECM header. The header shows the Interface ID

which indicates the connected ECU. Wireshark also shows its decoded message’s protocol.

4.3 Message Injection and Modification via Bridging
Bridging capability is implemented in the AE testbed to intercept messages from a targeted ECU. An illustration of
this bridging process is depicted in Figure 6. In this example, messages from the Rear camera (Rcam) are isolated from

Shttps://www.technica-engineering.com/capture-module- 1000~ high/
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A 20230517 _allLinks-1.pcapng - [u} X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
Aam ® RE Q &= A= | Qe
<Ctri-/> -3 -]+

No. Time Source Destination Protocol Interface ID Length Info [
- 10.000000000 160.43.199.16 239.192.255.251 SOME/IP-SD  ©x00000002 1044 SOME/IP Service Discovery Protocol [Find][0ffer]

2 0.000000155 160.48.199.16 239.192.255.251 SOME/IP-SD  @x0@000004 1044 SOME/IP Service Discovery Protocol [Find][Offer]

30.014548240 160.48.199.16 239.192.255.251 SOME/TP-SD [0x00000002: ! 4 - I fettend Interface ID

40.014548413  160.48.199.16 239.192.255.251 SOME/IP-SD  @x0@000004 148 SOME/IP Service Discovery Protocol [Offer]

50.049059263 160.48.199.16 239.192.255.1 SOME/IP ©x00000002 106 SOME/IP Protocol

6 0.049059524 160.48.199.16 239.192.255.1 SOME/IP ©x00000004 106 SOME/IP Protocol

7 0.059970033  160.48.199.16 239.192.255.251 SOME/IP-SD ©x00000004 1044 SOME/IP Service Discovery Protscol [Find][0ffer]

80.059070213 160.48.199.16 239.192.255.251 SOME/IP-SD @x0@000002 1044 SOME/IP Service Discoveey Protocol [Find][Offer]

9 0.068520596 160.48.199.16 239.192.255.251 SOME/IP ©x00000002 110 SOME/IP Protocol 48&rvice ID: @x1001, Method ID: @x8001, Length: 10)

10 0.068520743  160.48.199.16 239.192.255.251 SOME/TP 0x00000004 ID: 0x1001, Method ID: @x8001, Length: 10)

11 0.074587340  160.48.199.16 239.192.255.251 SOME/IP-SD  @x00000002 ervice Discovery Protocol [Offer]

12 8.074587508 160.48.199.16 239.192.255.251 SOME/IP-SD  ©x00000004 148 SOME/IP Service Discovery Protocol [Offer]

13 0.168511971 160.48.199.16 239.192.255.1 SOME/IP 000000002 —T06 SOME/IP Protocol

148.168512147 160.48.199.16 230.192.255.1 SOME/TP 0x00! 166 SOME/IP Protocol

150.179963610  160.48.199.16 239.192.255.251 SOME/IP-SD, 1044 SOME/IP Service Discovery Protocol [Find][0ffer]

16 6.179963809  160.48.199.16 239.192.255.251 ©0x00000004 1044 SOME/IP Service Discovery Protocol [Find][0ffer]

17 8.194573639  160.48.199.16 239.192.255.251 0x00000004 148 SOME/IP Service Discovery Protocol [Offer] v

Frame 3: 148 bytes on wire (1184 bits), 148
Ethernet IT, Src: Technica 80:29:8e

Technically Enhanced Capture Module Prefocol

v Technically Enhanced Capture Mode

€ Protocol Payload (Ethernet IT)

Timestamp: Jan 1, 1970 0:03:41.257845584 UTC (synchronized or master)
Length: 106
Data Flags: 0x0080

01 006 5e 00 00 60 38 2a
c6 71 @3 03 00 80 00 00
00 33 83 fe cb @0 00 6a
ds 18 2b 80 ae 5 81 @0
00 03 00 00 01 11 62 99

19 80 29 8e 99 fe 00 98
0 of 60 00 00 02 00 00
0 00 01 00 Se 40 ff fb
0 49 68 00 45 00 00 54
40 30 7 10 ef c@ ff fb

77 1a 77 1a @0 40 e1 44 f £f 81 00 00 00 00 30

00 00 00 04 01 O1 02 60 O G0 G0 00 00 00 00 10
0070

00 00 00 Oc 00 B9 04 00 a0 30 c7 10 00 11 77 25

Ethernet IT, Src: ContiTem_80:ae:f5 (d8:18:2b:80:ae:5), Dst: IPvAmcast 40:Ff:fb (01:00:5e:40:Ff:fb) 31 b7 58 50
802.1Q Virtual LAN, PRI: @, DEL: @, ID: 73
Interget Protocol Version 4, Src: 160.48.199.16, Dst: 239.192.255.251 Capture Module (TECM)
User Datagram Protocol, Src Port: 38498, Dst Port: 30499
SOME/IP Protocol (Service ID: @xffif, Method ID: OxBL0, Length: 48)
v SOME/IP Service Discovery Protocol
Flags: 0xc0, Reboot Flag, Unicast Flag
Reserved: €x800000
Length of Entries Array: 16 Decoded protocol of
v Entries Array link message packet
Offer Service Entry (Service ID 8xb@of, Instance ID 6x0@01, Version 1.6)
Length of Options Array: 12
Options Array 5 5

@ 7 Entry (someipsd.entry), 16 bytes Packets: 669567 - Displayed: 669567 (100.0%) Profile: Default

Fig. 5. Wireshark Sniffing

the Camera ECU (TSRVC) using two AE adapters. These adapters facilitate bidirectional data conversion between the
vehicle’s two-wire Ethernet 100BASE-T1 interface and the standard Ethernet RJ45 interface. Intercepted messages are
then routed to the workstation and back to both the Rcam and TSRVC. These intercepted messages can either be passed
as is (e.g., for inspection purposes) or modified by the workstation (e.g., for fuzzing and attacks). The link is also being

actively tapped and logged by the Capture Module as part of the message monitoring.

4.4 Implementation of Software Component

The following software components are implemented and executed on the workstation.

Message Monitoring. For sniffing and logging of messages, we leverage on Wireshark - a free and open-source packet
analyzer. We use Wireshark to monitor the captured messages from CM1000 and saving to a PCAP log file. Wireshark

can also monitor and save the messages from the two bridging Ethernet interfaces on the workstation.

Message Injection and Modification. We implement injection and modification of messages via C programs. Nonethe-
less, any programming language can be chosen for this purpose. When a link is bridged, the targeted ECU is isolated and
its messages pass through the workstation. We use pfbridge from the PF_Ring library® to implement the message’s
pass-through. This implements a one-directional pass-through from one Ethernet interface eth1 to the other interface

eth3. Another instance of pfbridge is required for the other direction i.e., from eth3 to eth1.

Chttps://www.ntop.org/guides/pf_ring/index.html
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Fig. 6. Bridging the rear camera from TSRVC

Fuzzing or Attacks. At present, our testbed includes random fuzzing of the message packets. We randomly select
a byte and replace its value randomly, before sending the fuzzed packet. Although our current implementation only
supports random fuzzing, our test platform allows the community to research and implement sophisticated fuzzing
algorithms on the test platform. The message buffer also facilitates our coding to modify the message to conduct attacks

by injecting crafted messages to send to the ECU.

Video Monitoring. AEVisIoNLAB includes a display to demonstrate the video from the four cameras. We develop a C
program for this video monitoring in real-time. The camera sends each image frame with multiple video packets to
TSRVC via its link. When the testbed is running, the video packets are collected by the workstation by sniffing from port
GB-B of CM1000 and consolidated into an image frame. Continuous image frames are then displayed on the monitor to
form a video stream (see Figure 7). For display purposes, we leverage FFmpeg - a free and open-source software for

video processing. FFmpeg includes several different libraries and programs to manipulate and handle video files.

4.5 Video Simulation

We set up a video simulation framework incorporating various cameras of the all-round vision system. The video
simulation enhances the research for navigation, safety, security, and other similar applications. It has two types of video
simulation: (i) Simulated road scenes where video of road scenes are played back on monitor displays and captured by
the cameras to simulate various driving scenarios. (ii) Augmented video messages where video messages are intercepted
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425

Front camera (Fcam) Rear camera (Rcam)

Passenger camera (Pcam)

Fig. 7. Display of Four Cameras on Workstation

from the camera and augmented before returning to their AE link. These two capabilities are discussed in more detail

below:

(i) Simulated Road Scenes. The car simulated by AEVisIoNLAB has four cameras connected by 100BASE-T1 links to
the camera ECU. The front camera looks forward, the rear camera looks behind the car, and the passenger and driver
cameras look to the left and right sides of the car, respectively. We align a camera to focus on a monitor display playing
a simulated road scene, and the camera converts the captured images into video messages to the camera ECU.

Video Messages: The video messages are viewed in real-time on Wireshark and also logged for subsequent offline
analysis. While Wireshark only shows that it is an AVTP protocol with an unknown format, we employ reverse engineering
(explained in Section 4.6) to reveal that the messages shown by Wireshark are in 12-bit compressed JFIF format. The
messages are not interrupted but tapped from the original camera link by the capture module, and hence, it has no
impact on the function or timing of the camera. Each camera is assigned to a CM1000 port and can be identified by the
ID in the TECMP messages.

Video Live Feed and Playback: Different road scenes are played back on an external monitor display. The videos of
these road scenes are collected from other sources, or converted from pre-logged video messages of the AEVisioNLAB

testbed. These videos serve as live feed to the camera.

(ii) Augmented video messages. A camera link can be intercepted by bridging. The intercepted video messages are
then routed to the workstation for modification, blocking, or injection of additional video messages, before returning to
its original link.

Modification of Video Messages: A video stream consists of multiple video frames. Each video frame is transmitted as
multiple packets of the AVTP messages. The information of each message packet can be modified via fuzzing or the
transmission of the packet can be delayed arbitrarily.
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Blocking and Injection of Additional Video Messages: The video messages can be completely blocked or injected with

additional crafted AVTP messages. A fake video stream can also be injected by adding its own AVTP messages.

4.6 Reverse Engineering

AEViIsIoNLAB employs reverse engineering when the message IP address, format, or protocol is unknown. In the

following, we describe the key techniques that we employ (see Figure 8) for such reverse engineering.

Map IP |dentif Deduce Decode Decode JFIF
addresses & Y Message Unknown into video
. . Protocols
relationship

Purpose Protocols frames

Known Message > Message Flow BN Deep Packet > Video > ...

Link Isolation [ Protocol Pattern Inspection Analysis
B q 9
Ry ==
Pz

Fig. 8. Process of Reverse Engineering

Link Isolation. We identify the communication link between two ECUs by the CM100 interface IDs. In particular, by
studying the messages with respect to each communication link, we determine the source ECU and its IP addresses.
The intermediate ECU relaying messages are also identified, such as TSRVC sending a message to HU via the BDC
relay (Figure 9). Overall, this process allows for mapping the ECUs’ IP addresses by checking the source and destination
addresses, and relay ECUs.

The procedure of link isolation for reverse engineering is as follows. The capture module is wired according to Table 3
and each wire link is assigned an interface ID. Figure 9 illustrates the communication between the links of TSRVC to
BDC (ID=3), BDC to HU (ID=2), HU to BDC (ID=1) and BDC to TSRVC (ID=4). Using Wireshark to monitor from the
capture module, we can identify the different messages by their link IDs and identify their source and destination IP
addresses. An ECU can have multiple AE links. A message can end in an ECU or relay by passing through this ECU. If
the same message continues through a relay ECU to the other ECUs, then the destination IP address belongs to the
final ECU. The destination IP address is confirmed when the ECU sends the message as the source IP address. For
example, TSRVC sends a message as the source IP 160.48.199.117 and destination IP 160.48.199.99 to BDC (ID=3). The
BDC relays the message to HU (ID=2). Similarly, HU sends a message as the source IP 160.48.199.99 and destination IP
160.48.199.117 to BDC (ID=1), which relays the message to TSRVC (ID=4). Hence, we deduce that the IP addresses of
TSRVC and HU are 160.48.199.117 and 160.48.199.99, respectively, and BDC is the relay ECU.

TSRVC IP HU IP BDC TSRVC HU BDC

Address Addres =»HU =»BDC =»BDC ™ TSRVC
|1scmp.paylcad.inieda:e,id>m0ﬂ5004
) Time }b{g{e Mnal\on Protosql Interface ID Length Anfo
204756 20.932765114 166.48.199.117] 160.48.199.59 | SOME/IP~SD | ©x66e00883 48 SOME/IP Service Discovery Protocol [Subscribe]
204757 20.932765126 160.48.199.117 160.48.199.99 SOME/IP-SD *{0x00000002] 148 SOME/IP Service Discovery Protocol [Subscribe]

204764 20.933319523 160.48.199.99 160.48.199.117 SOME/IP-SD & SOME/IP Service Discovery Protocol [SubscribeAck]
204765 20.933319537 160.48.199.99 160.48.199.117 SOME/IP-SD |©x0eeeeeed 136 SOME/IP Service Discovery Protocol [SubscribeAck]

Fig. 9. BDC Relay Messages
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Known Message Protocol. Wireshark can decode commonly used message protocols. In addition, some generally
known port numbers also help to identify the protocol. By trial and error, we find additional port numbers or fields for
Some/IP and IEEE1722 (AVTP) as shown in Figure 10. Using these fields, initially unknown protocols can be decoded.

M Wireshark - Decode As... x

Field Value Type Default Current
UDP port 30500 Integer, base 10 (none)  SOME/IP
UDP port 30490 Integer, base 10 (none)  SOME/IP
Ethertype 0x88b5 Integer, base 16 (none) IEEE1722

Fig. 10. Additional WireShark Decoded Protocols

Before adding the port numbers, we found that many messages using port numbers 30490 and 30500 are not decoded
by Wireshark. In particular, port numbers 30401 - 30831 are unassigned by the Internet Assigned Numbers Authority
(IANA) 7. Using literature search, we discover that port number 30490 is usually used for SomeIP Discovery Service and
noted that most automotive systems use SomelP protocol. Specific search for SomelP and port number 30500 indicated
that it can be used as a default or temporary client port for SomeIP. We added these ports to Wireshark decoding and
find that the decoding does not exhibit errors.

We set up the test platform incrementally with ECUs. After we connect a camera to the test platform, we notice
a significant number of unknown messages flowing through the link from the camera to the TSRVC. We posit these
messages to be video messages. The common video protocol is IEEE 722 i.e., Audio Video Transport Protocol (AVTP),
which defines transmission of video data over Ethernet networks. Since IEEE1722 uses Ethertype 0x88b5, we added it
for Wireshark decoding.

Message Flow Pattern. Boot-up and regular message flow reveal that certain information is communicated between
the two ECUs. In certain cases, the purpose of the information contained in the messages can be deduced from the
message flow pattern. First, we capture messages from boot-up until the messages reach a steady state. In this state,
message-flow pattern repeats itself. We repeat this process for multiple captures from boot-up. Then we compare the
captured messages to check for repeated pattern at boot-up. The boot-up similarities are noted, which we used to detect
the assignment of camera IP address (see the example in the subsequent paragraph). For regular message flow, we noted
the SomelP services, i.e. “Offer", “Request" and “Response". We found repeated SomelP “Response” services for each
ECU’s link as shown in Figures 19(b). From this information, we devise the SomelP attacks in Section 5.3.4.

As an example, our purchased front camera does not have an IP address initially. The link messages between the
camera and the camera ECU can be identified by the TECM message interface IDs (5 and 6). The video stream messages
show that the camera MAC address is (fc:d6:bd:37:63:4a) and the IP address is 160.48.199.12 (a@.30.c7.0c). From

the flow of messages in this link, we find a proprietary UDP message that assigns the IP address to the camera.

e When the system boots up, there are UDP messages from the front camera and camera ECU. The camera starts
by broadcasting a UDP message source ID 0of 0.0.0.0.

e The camera ECU responds with another UDP message with a payload. We find bytes within the payload
(Figure 11) that tally with camera MAC address (fc:d6:bd:37:63:4a) and IP address (hex a@.30.c7.0c).

o Subsequently, the front camera starts the video stream to the camera ECU.

"https://www.iana.org/assignments/service-names-port-numbers/service-names-port-numbers.txt
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e We can deduce from the two handshaking UDP messages that the camera (MAC address = fc:d6:bd:37:63:4a)
requests an IP address and IP address=160.48.199.12 is subsequently assigned by the camera ECU.

From Front Front Camera From Camera Front Camera IP
Camera MAC Address ECU Address
b hN /7
M Vireshrk - Packet 15 10320240102 fone.peapng. - o X |4 20 - o X
Frame 15: 348 bytes of wire (2784 bits), 348 bytes uvﬁna (2784 bits) on interface Frame 22: 392 bytes on wire (3136 bits), 392 bytes captfred (3136 bits) on interface
Ethernet II, Src: i it Dst: IPvamcast_00 (01:00 Ethernet II, Src: TechnicaEngi_80:29:8e (38:2a:19:80:26:8e), Dst: IPvamcast_00 (01:00|

Technically Enhanced apture Module Protocol Technically Enhanced

~ Technically Enhanced dapture Module Protocol Paylodd (Ethernet IT) »
Trertoce 10 (st
Timestamp: Jan 1, 1970 00:02:39.632163504 UTL (synchronized or master)
Length: 306
Data Flags: 0x0000
Ethernet 11, Src: RobertBosch 37:63:4a (fcy
802.10 Virtual LAN, PRI: 0, DET:
Internet Protocol Version 4, Src: 0.0.0,
User Datagram Protocol, Sre Port: 10063
Data (256 bytes)

6:bd:37:63:4a), Dst: Broadcast (Ff:ff:ff: ), Dst: 37:63:4a

.6, Dst: 160.48.199.12
Port: 10068

, Dst: 255.255.255.255
Dst Port: 10867

050 01 00 5e 00 00 00 38 2a
9 65 03 03 00 50 00 00

20 00 25 2a d1 82 bo 01 32
0 fc d6 bd 37 63 4a 81 00

0090 00 00 00 00 00 00 00 O
Lo oo oo eo 0020 00 00 00 00 00 00 00 O
Prlllo0 o0 0o 00 00 00 00 00
Przigllo0 00 6o 00 00 00 00 00
P20 00 6o 00 06 00 00 00
EElll oo o0 0o c0 0o 0 00 00

o oefo 00 00 00 00 60 00 00 o
PEE"Mllo0 o0 0o 0o 00 00 00 00 00 00 00 G0 G0 00 00 O 0100 00 00 00 00 00 00 00 O
PR o0 00 00 00 00 00 00 00 00 60 G0 00 €0 00 © 0 00 00
FEIeqllo0 o0 0 00 00 00 00 00 00 00 00 00 00 00
FIC: Moo 00 60 e0 00 00 00 60 00 60 @0 00 €0 00 © 0 0
PIVEMo0 0o 0o 00 63 82 53 63 35 01 02 01 04 Ff £ £
[IEEMMo0 ¢ 60 00 00 G0 00 60 00 60 00 00 00 00 00

o130 0160 80 00 00 00 00 00 00
o140 0170 00 00 60 00 80 00 00
0150 [RTRTRTRTRCRIRE ca 62 37 d2 o150 v

Dot ). 28 e o, 300 s

2 Show packet bytes Show packet bytes
) 3
[ [orseorotoco == "00P s e poyioadimeriace 1 == RO000000 o tecnp peloadimeice == 000000606
o Tme Source Desnaton p— metace D e o -
15123300783 0.0.0.0 255.285.255.285 P ox00000005 348 10068 » 10067 Len=256
L 331.255564270  160.48.199.6 160.48.199.12 uop ©€x00000005 392 10067 > 10068 Len=300 ol

Fig. 11. Assign Camera IP Address

Deep Packet Inspection. Most automated reverse engineering tools are for CAN network and from the OBD connec-
tion [10, 18, 30], but does not support AE network. Wireshark allows us to inspect individual packet to the message’s
data byte level. We use visual inspection in Wireshark to find clues to understand unknown protocol in the AE network.
Clues like similarities among the logged AE message packets or familiarities that are related to the intended ECU’s
function helps the reverse engineering process. For example, we investigate clues for image frame standard, as it is
related to the video stream.

The logged AE message packets needs to be studied in detail to investigate unknown protocols. For instance, we do
not initially know the video stream protocol and format. Moreover, Wireshark decodes the video stream as an audio
stream. After analyzing the message flow pattern (Figure 12), we spot the text “JFIF" by inspecting the raw data bytes
whenever there is a video stream. Table 4 shows the “JFIF" format of the video packets. To extract the raw image, we
map up the different headers of the image from the data bytes of multiple AVTP message packets such as “Start of

Image", “End of Image", “Quantization Table", “Huffman Table", etc. We form each image frame by consolidating from

the first “Start of Image" packet to the last “End of Image" packet.

Video Analysis. The video stream is from a series of image frames. After forming a complete image frame from
multiple AVTP message packets, we download the frame as a file to view it as a JFIF image. It is unsuccessful using
standard application software. After troubleshooting the problem by analyzing the data of the image file using Table 4,
we find that the JFIF image is using non standard format, i.e. it is neither 8 bits or 16 bits precision. Dedicated software

has to be programmed to view the image.
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First frame packet Starting byte = 0xffd8 JFIF Format Last frame packet Ending byte = 0xffd9

M 20230517 alllinks-1.pEapng - o X | M 20230517 allLinks-1.pcapng - o x
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U 0 == 0:0000000c) and iees1722 T+ |Ae 16 == (x0000000C) dnd ees1722 B |+
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[ ]

Ethernet T, Src: fe:de:bd:7d:40:f8 (Fezdn or 0 00 10 4a 46 49 46 00 0] s B Ethernet 11, Src: fe:ds:bd:7d:40:78 (feicn
802.1 Virtual LAY, PRI: 5, DEL: 0, T0: & || 0060 3 £ db 00 83 10 4 802.1 Virtual LAN, PRI: 5, DEL: 0, TD: £
TEEE 1722 Audio Video Transport Protocol TEEE 1722 Audio Video Transport Protocol
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Fig. 12. Decoding the Video Packets

Table 4. JFIF Structure

Header ID Name Comments

SOI 0xffd8 Start of Image

APPO 0xffe0 Application Segment 0  Application meta-data

DQT 0xftdb Quantization Table Defines one or more quantization tables

SOF1 oxffc1l Start of DCT Frame 1 Data precision, width, height and number of components
DHT 0xffc4 Huffman Table Defines one or more Huffman tables

DRI 0xffdd Restart Interval Interval between RSTn markers

SOS oxffda Start of Scan Starts a top-to-bottom scan of the image

RSTn oxftdn Restart Marker n Every r restart interval - where r is set by DRI marker
EOI 0xffd9 End of Image

We know from the decoded information image headers that the image resolution is 1280 x 960 and the data precision
is 12 bits per sample. Further packet inspection shows that the video uses three Huffman tables and two quantization
tables. The image is YCbCr encoded, i.e., luminance (Y) uses the first quantization table, and chrominance (CbCr) uses
the second quantization table. We note that the information obtained from reverse engineering the video was crucial

for AEVIsIONLAB to illustrate video simulation and video manipulation, as discussed in Section 4.5 and Section 5.3.3.

5 Evaluation

In this section, we discuss potential usage scenarios for the AEVIiSIONLAB test platform. It briefly overviews the
experimental setup, followed by a discussion of the platform’s key capabilities. Finally, we detail studies conducted

using the platform for security evaluation and testing of attacks.

5.1 Testing Setup

There are three possible testing scenarios i.e., message monitoring (Figure 2a), message injection (Figure 2b), and
message modification (Figure 2c). The messages are monitored by tapping the links via the capture module. The setup
for message injection and modification is the same, i.e., the targeted ECU is isolated by bridging the respective link.
Manuscript submitted to ACM
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833 After connecting the links according to the test scenario, the workstation starts the testing as follows:
834

a5 e Launches Wireshark to monitor and log messages from all channels.

836 Launches the programs for bridging, fuzzing and attacks.

837 e Powers up the testbed.
838

When the testbed is powered up, messages flow in different links. These messages are sniffed and displayed on
839
210 Wireshark. Data collection is also activated by saving the links’ messages in a PCAP file.

841

842 5.2 AE Testbed Capabilities

843 . . . . . . . . . ops
AEVisioNLAB offers comprehensive message monitoring and is capable of real-time monitoring of various functionalities
844

such as camera video. Other monitoring means, for example, audio and sensor information can be added if required.

845

846 AEVI1s10NLAB also enables real-time injection and modification of messages.

847

848 5.2.1 Evaluation of Message monitoring. The testbed is powered up and 2,052,514 messages are logged for two minutes.

849 We evaluate the message monitoring in a few aspects:

850
w1 e ECUs links: We observed all the messages at each of the six links and there were no missing messages. For the

852 cameras’ links, video AVTP packets occupy most of the communication, i.e., 99% of each camera’s link packets.

853 o Types of messages: Using Wireshark and reverse engineering (see Section 4.6), the decoded protocols are shown
o in Figure 13. Excluding AVTP messages, the amount of unknown messages is below 0.1%.
855

e Size of logged file: The file size is significantly large for two minutes of logging, i.e., 2.5GB. This is primarily

857 due to the AVTP packets. Consequently, during monitoring, Wireshark starts to occupy an extensive hard disk

858 space even before saving the logged file.

859

860

861 OSI Layer | SOME/IP-SD

o Application,|  SOME/P | Unknown keepalive | Unknown
etc..

864

865

50 Transport UDP [~ TCP

867 — —

868 EERRET T PP

869 IEEE1722 IEEE1588

0 Network ARP IPV4 (AVTP) (PTP\2)

871 Data Link IEEE Ethernet MAC + VLAN (802.1Q)

:: Physical Automotive 100/1000Base-T1

874 Protocols
875 [

876
877 Fig. 13. Decoded Protocols

878

879

880

. 5.2.2  Video monitoring. The inter-packet timing from the collected video packets is within 0.09ms to 0.11ms (detailed

882 in Figure 20). We evaluate the feasibility of displaying real-time video from the four cameras using the following three

883 methods:
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e A Python program to frame packets into a JFIF image, convert to jpeg and display on screen.
o Wireshark LUA programming to download and frame packets to JFIF image and use FFmpeg library to display
on screen.

o C programming to download and frame packets to JFIF image and use FFmpeg library to display on screen.

The first two methods are too slow and cause a backlog of image frames. The third method, employing a single C
program for framing images and displaying them with FFmpeg, is fast enough for real-time monitoring. Further tests
confirm the feasibility of streaming video from all four cameras. Importantly, this video processing is performed offline

and does not impact the real-time video streaming or accuracy within the testbed.

5.2.3 Message injection and modification. To test the bridging scenario for intercepted messages, the Front camera
(Fcam) is isolated by bridging it from the TSRVC. Intercepted messages between Fcam and TSRVC pass through the
workstation, to bridge the interfaces in both directions. We measure the latency of both non-AVTP and AVTP packets
directly from the capture module, which provides precise latency measurements via hardware timestamping and
end-to-end system measurement.

For the latency test, we re-wire the test platform and connect the front camera to interface 6 and the TSRVC to
interface 7 of the capture module, as shown in Table 5. AVTP messages flow from the camera into interface 6 to the
workstation and from the workstation into interface 8 to TSRVC. The dataset “latency_test_ifc5-8.pcapng" is
provided with AEVisionLas . The non-AVTP and AVTP messages can be filtered in Wireshark using filters “laaf"
and “aaf”, respectively. The timestamp of each bridged message is obtained by comparing the corresponding camera’s

message and the TSRVC’s message.

Table 5. Bridging Configuration

Link Connect ID ECU IP Address 100Base-T1

1 T1-3A 5 Workstation Slave
T1-3B 6  Front Camera (Fcam)  160.48.199.12 Master

2 T1-4A 7  Camera ECU (TSRVC) 160.48.199.6  Slave
T1-4B 8  Workstation Master

Concretely, we measure the latency of 523,489 messages (non-video: 9,144; video: 514,345) passing through the
workstation, monitored by the capture module at the input and output of the bridge. Figure 14 and Figure 15 show
the results. The median AVTP latency of 0.465 ms between interfaces 6 and 8. This is within the 33 ms frame interval
(30 fps), with no observable impact on the camera’s video display. The data also does not show any missing image
frame. For time-sensitive Audio Video Bridge (AVB) network, the latency targets from IEEE Std 802.1BA-2021 [1] for SR
class A is 2 ms and SR class B is 50 ms. The camera is connected to the camera ECU via a single workstation bridge, and
the measured AVTP latency of 0.465 ms is within the IEEE standard..

The non-AVTP messages consist of mainly SomelIP messages. They appear in regular intervals from interfaces 5, 7 and
8. The shortest regular interval in the dataset is 6.3 ms. Moreover, from fingerprinting in Section 5.3.1, Figures 20(c)-(d))
show that the shortest non-AVTP regular interval from non-camera links is 2.67 ms. The median non-AVTP latency test
result of 0.16 ms is therefore acceptable. This is because such a latency is within the shortest regular non-AVTP interval
of 2.67 ms.
8https://github.com/yeoant/AEVisionLab/tree/main/Dataset
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Fig. 15. Non-Video Pass-through Messages Latency (ns)

We modify arbitrary pass-through messages or craft fake ones, simulating their injection from an isolated ECU to

another connecting ECU during bridging. For example, we isolate the Headunit (HU) from the Body Domain Controller

(BDC) by bridging and crafting a subscription message for a SomeiP service (0x3544) via BDC to TSRVC, the service

provider, as shown in Figure 16. This crafted message is then used to conduct eavesdropping on the same service

provided to BDC, as described in the subsequent case study on attacks.

M 20230530 allLinks AttkOX3544avesdrop peapng
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Am 10 RE Qew=EF S QQ Qi
(WT2oply  disply fter —._<cri/> )+
o. Time Source Destination Protocol Ierface D Length o ~
10396 3.818550248 160.48.199.117 239.192.255. 151 SOME/IP-SD @x@0000002 212 SOME/IP Service Discovery Protocol [Find][Offer]
10397 3.818602142 IEEE1722 IP Address of HU

10398 3.818656055
10399 3.818656084
10400 3.818656105
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2
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o
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10406 3.818761634 RobertBo_c3:d4:a8  IEEE1722
10407 3.818814276 IEEE1722
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10409 3.818867854 RobertBo_c3:d4:a8  IEEE1722
10410 3.818867870 : : RobertBo_c3:d4:a8  TEEE1722
10411 3.818921601 RobertBo_37:39:cb  RobertBo_c3:d4:a8  IEEE1722
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0x00000006 1256 Audio Video anstr
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Fig.

16. Injected Message from HU to TSRVC
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5.2.4 Video manipulation. We evaluate AEVISIONLAB’s capabilities to modify video streams via manipulating AVTP
message packets or individual image frames in both real-time and offline scenarios. The corresponding testing setup
is illustrated in Figure 17. We note that real-time video manipulation is challenging due to the tight 0.09 ms packet
interval and 33 ms frame interval. Additionally, offline image processing needs to be performed to obtain a modified
video stream, which can then be injected back into the test platform in real-time. In the following, we discuss a few

salient features of our video manipulation.

Frame B

Road Scenario

Front .
_ ;;_ Image Workstation Offline Frame B
In =

- Image
=== K
Bridge

»a
[ .
Real-time

Image —=\

Out

Camera (6] <

ECU ;
Modified luminance f\dd?d' lmagfe
/ chrominance object, '+' for video
simulation

Fig. 17. Video Manipulation in AEVisioNLAB

Real Time Manipulation. JFIF protocol has two quantization tables for luminance and chrominance used for decom-
pressing images. We modified the video stream’s luminance and chrominance by altering these tables within the AVTP
message packets. Changing the chrominance table adjusted the image color. As illustrated in Figure 17, Frame A is
converted from color to grayscale. We observe that luminance changes affect the brightness and pixelization of the

image, impacting the visibility of road lane markings.

Offline Manipulation. We evaluate offline image processing on the collected JFIF video stream using the 1ibjpeg-turbo
library®. This library is used to decompress and compress JFIF files to PNM format. We develop a Python program to
add a “+" object at the center of the image, as shown in Figure 18(a) and illustrated in Frame B of Figure 17. The JFIF
image is the raw image from the actual car, without any conversion to other formats like MP4, and is the same image
used in the car’s operation. We describe a more complex video simulation (aligned with real-world attack scenarios) in
Section 5.3.3.

To check for the degradation of the quality of raw images during processing (see Figure 18(a)), we compared the
processed image with corresponding unmodified image (i.e., without any image processing). In particular, we computed
the Structural Similarity Index Measure (SSIM) and Deep Image Structure and Texture Similarity (DISTS) ° for ten
image frames (see Figure 18(b)). The SSIM index of 0.9999 indicates a high similarity between the processed and

“https://github.com/libjpeg- turbo/libjpeg-turbo
WOhttps://github.com/chaofenge/ Awesome-Image-Quality- Assessment
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initial uncompressed raw images. The DISTS index of less than 0.0002 shows no degradation in the processed images,

confirming that the conversion process preserves image quality.

Raw Process
Image Image
T Programming
decompress cv2 read Image cv2 write compress decompress

JFIF ————— > pnm ———> —>» pm 3 JFIF ———>» pnm

Processing

(a) Process Image Flow

—8-SSIM
o i i i i i i i i a3l

Olgggf?amel frame2 frame3 frame4 frame5 frame6 frame7 frame8 frame9 framelO
0.0003
0.0002 —8-DISTS
0.0001 I i &
0

framel frame2 frame3 frame4 frame5 frame6 frame7 frame8 frame9 framelO

(b) Image Conversion Similarity Evaluation

Fig. 18. Image Processing

5.3 Case Studies

In this section, we discuss four different case studies using the monitoring, injection, and modification capabilities

described in the preceding section.

5.3.1 Case Study I (Fingerprinting). AEVisIoNLAB test platform captures the sequence of messages from each AE link
and analyzes their protocols in a process called fingerprinting. This involves the following actions to identify and

characterize the messages from ECUs:

e Active tapping each pair of ECUs’ link by CM1000,
e Collect the AE messages by Wireshark,
e Analyze the collected AE messages.

We identify the ECUs’ source messages, IP addresses, and protocols from the collected AE messages. We also gather
statistics, message frequency, and inter-packet intervals for periodic messages. The IP addresses, protocols, and message
statistics form the ECUs’ fingerprints for the car. The built-on functionality embodied in Wireshark can identify some
messages as ARP, PTP, or UDP protocols. However, reverse engineering is required to identify the ports for SomelP
and SomelP-Service_Discovery (SomeIP-SD) protocols. After successfully finding the ports, Wireshark can decode the
protocols for SomelIP and SomeIP-SD.

Wireshark incorrectly decodes video packets (AVTP protocol) as audio packets. To correctly decode the AVTP
packets, hence, significant reverse engineering effort was involved, as detailed in Section 4.6. In particular, the reverse
engineering process discovered that the video packets use the JFIF format, starting with 0xffd8 and ending with
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0xffd9, and utilize an older 12-bit data format unsupported by Wireshark. To address this, a program was written to
assemble the AVTP packets and display the image frames correctly (see Figure 7).

We performed further analysis over 30 seconds of data to study the different messages by filtering them according to
their ECU and protocols, such as SomelIP, AVIP, ARP, and PTP messages. Figures 19(a)-(b) show the number of different
protocol messages and the major SomelP services for each link. As discussed before, many AVTP packets form a single
video frame. Links 3-6 are for the four cameras to the TSRVC and their AVTP behaviors are the same (refer to Table 3
for the links definition). Figures 19(c)-(d) show the distribution of the total packets for each frame and its frame size
from link 3 (Fcam). By studying the protocols and employing the fingerprinting process, we understand the flow of
different messages between ECUs. This, in turn, facilitates a fingerprint of the activity within the test platform and such

a fingerprint can be used for various purposes including but not limited to the detection of abnormal message flow.

Total Number of Message Packets SomelP Service ID
2000 2500
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1600 2000
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1200 1500
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400 500
E— HIN{R]
0 m=ll - - - - - 0 Mmoo Am - - - - -
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g g 388 3
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(a) Protocol Packets (b) SomelP Service ID
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(c) AVTP Packets per Frame (d) AVTP Frame Size

Fig. 19. Fingerprinting the Messages’ Protocols

We also collect one minute of data from all links to analyze the frequency of AE messages and the timing of regular
AVTP packets from link 3 over ten consecutive image frames. Figure 20(a)-(b) show that the inter-packet interval
ranges from 0.098 ms to 0.116 ms, and each image frame interval is approximately 33 ms, corresponding to 30 fps
video. Figures 20(c)-(d) show that the frequency of AE non-AVTP messages from links 1-2 (HU, BDC and TSRVC)
is significantly slower, with medians of 15.0 ms and 2.6 ms, respectively. Such time-interval-based fingerprints can
also provide insights on the presence of abnormal activities e.g., during an attack. This set of experiments shows that
AEVisIoNLAB test platform allows for the reliable collection of various information for fingerprinting the message flow

and timing within the in-vehicle network.

5.3.2 Case Study Il (Random Fuzzing). We enable fuzzing actions on arbitrary messages within the AEVISIONLAB test
platform to facilitate comprehensive security testing. Once the targeted message for fuzzing is intercepted, there are
several ways to fuzz the message from one ECU to the other ECU. As a proof-of-concept fuzzing implementation, we

perform the following actions:
Manuscript submitted to ACM
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Fig. 20. Fingerprinting the Messages’ Timing

o Select random or targeted message protocol,
o Fuzz selected random or targeted data byte, or

e Fuzz selected random or targeted bytes corresponding to a decoded field.
Additionally, to arbitrarily modify the message flow through the network, the following mechanisms can be performed:

e Block the targeted message.
e Send the targeted message back to the destined ECU with modifications via fuzzing.
e Replay multiple copies of the targeted message.

For instance, random fuzzing of one byte in the “precisionOriginTimestamp (seconds)" field of the PTP message from
TSRVC to Rcam is shown in Figure 21. The modified value is selected randomly, with only the targeted field changed
while the other bytes remain unchanged. Figure 21 illustrates the capture of two messages from the input interface and

the output interface, and the fuzzing of the targeted field.

5.3.3  Case Study Ill (Video Simulation). We evaluate the feasibility of modifying the video stream captured by the
testbed. In order to do so, we extend the video manipulation capabilities detailed in 5.2.4 to alter the road scene seen by
the user. We use the testbed to capture a real video stream (1537 frames) from the camera as shown in Figure 17 and
attempt to add a persistent traffic cone to a short section (250 frames) of stream. In particular, we first convert the JFIF
image to a PNM image with the aid of libjpeg. We then leverage several heuristics to determine the size, and the exact
location of the cone and insert it into the PNM image. We then convert it back to the JFIF format and inject it back into
the testbed.

In our experiments, we used an Intel i7-11800H @ 2.30GHz machine with 16GB of RAM. We found that extracting
the JFIF from the PCAP file takes at least 10ms. Similarly, we also found that the conversion between JFIF and PNM
minimally takes 22 ms in each direction. Since the extraction and conversion process together take more than the 33ms
inter frame interval, real-time modification of the image stream is currently infeasible using our current test platform.
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M Wireshark - Packet 2068 - ptpFuzzPrecisionSecond_20230717.pcapng - o X

M Wireshark - Packet 1963 - ptpFuzzPrecisionSecond_20230717.pcapng - o X

 Frame 2068: 64 bytes on wire (512 bits), 64 bytes captured (512 bits) on interface ethl, id @ A~
Section number: 1
v Interface id: @ (eth1)
Interface name: eth] €————— |nput Interface = eth1
Encapsulation type: Ethernet (1)
Arrival Time: Jul 17, 2023 11:57:53.545913713 Malay Peninsula Standard Time
[Tine shift for this packet: 0.000000000 seconds]
Epoch Time: 1689566273.545913713 seconds
[Time delta from previous captured frame: 0.000169721 seconds
[Tine delta from previous displayed frame: -0.000055691 seconds]
[Tine since reference or first frame: 0.256373761 seconds]
Frane Number: 2068
Frane Length: 64 bytes (512 bits)
Capture Length: 64 bytes (512 bits:
[Frame is marked: False]
[Frane is ignored: False]
[Protocols in frame: eth:ethertype:vlan:ethertype:ptp]
[Coloring Rule Name: Broadcast]
[Coloring Rule String: eth[o] & 1]
Ethernet II, Src: RobertBo_c3:dd:a8 (bc:90:3a:c3:d4:a8), Dst: LLDP Multicast (01:80:c2:00:00:0¢)
802.10 Virtual LAN, PRI: @, DEI: @, ID: 37
v Precision Time Protocol (IEEE1588)
001 = majorSdold: gPTP Domain (ex1)
essageType: Follow Up Message (ex8)
inorVersionPTp: @
... 0010 = versionPTP: 2
messageLength: 44
domainlunber: ©
minorsdold: @
flags: 0x0000
correctionfield: 0.606060 nanoseconds
messageTypespecific: 0
ClockTdentity: 0x06020008bco03ac3
SourcePortID: 54440
sequenceld: 143
controlField: Follow Up Message (2)
loghessagePeriod: 1
preciseOriginTinest;
precise0r:

100

0000

(seconds): 13
): 280993870

Before Fuzzing =13

v Frame 1963: 64 bytes on wire (512 bits), 64 bytes captured (512 bits) on interface eth2, id 1 A

Section number: 1
v Interface id: 1 (eth2)
Interface name: eth2 Output Interface = eth2
Encapsulation type: Ethernet (1)
Arrival Time: Jul 17, 2023 11:57:53.545069404 Malay Peninsula Standard Time
[Time shift for this packet: ©.000000000 seconds]
Epoch Time: 1689566273.545969404 seconds
[Time delta from previous captured frame: ©.000278074 seconds]
[Time delta from previous displayed frame: ©.009989316 seconds]
[Time since reference or first frame: 0.256429452 seconds]
Frame Number: 1963
Frame Length: 64 bytes (512 bits)
Capture Length: 64 bytes (512 bits)
[Frame is marked: False]
[Frame is ignored: False]
[Protocols in frame: eth:ethertype:vlan:ethertype:ptp]
[Coloring Rule Name: Broadcast]
[Coloring Rule String: eth[e] & 1]
Ethernet II, Src: RobertBo_c3:d4:a8 (bc:90:3a:c3:d4:a8), Dst: LLDP_Multicast (01:80:c2:00:00:0e)
802.1Q Virtual LAN, PRI: @, DEI: 0, ID: 37
v Precision Time Protocol (IEEE1588)

€001 ... = majorSdold: gPTP Domain (Ox1)
.... 1000 = messageType: Follow_Up Message (8x8)
0000 ... = minorVersionPTP: 0

.. 0010 = versionPTP: 2
messageLength: 44
domainlunber: ©
minorsdold: @
Flags: 0x0000
correctionfield: 0.606069 nanoseconds
messageTypespecific: 0
ClockTdentity: 6x06020008bco03ac3
SourcePortID: 54440
sequenceld: 143
controlField: Follow Up Message (2)
loghessageperiod: 1
preciseOriginTinests
preciseOr:

—ision—»

(seconds): 115
): 280993870

After Fuzzing = 115

Show packet bytes

Show packet bytes

Fig. 21. Fuzzing of precisionOriginTimestamp (seconds)

involved in the insertion of the cone below.

We also evaluated the time to analyze and modify the image as observed in Figure 22. We further detail the heuristics

] [ E— ] — 0 @ T—
T T T T T T T T T T
Max: 393 ms Max: 1302 ms
1 Min: 10 ms 1 Min: 24 ms
z Median: 12 ms Iy Median: 47 ms
] ]
=] =]
o o
£ £
| , . |
10 11 12 13 14 15 0 20 40 60 80 100 120
(a) Extract JFIF File from PCAP AVTP stream (b) Convert JFIF to PNM File
{ — e | —
T T T T T T T T T T T T T
Max: 575 ms Max: 127 ms
[ Min: 11 ms 1 Min: 22 ms
.Z; Median: 67 ms ol Median: 28 ms
[ ﬂ:)
s s
11 IW |
0 20 40 60 80 100 120 140 160 15 20 25 30 35 40 45

(c) Add Cone to PNM File

(d) Convert PNM to JFIF as per original AVTP format

Fig. 22. Timing - Add Cone to One JFIF File

50

Consider a single image frame. We first determine the relative size of objects in the frame. The size of an object in

the captured image is dependent on two factors, namely the actual physical dimensions of the object and its distance

from the camera. However, the rate at which different objects change in size, as a function of distance, is constant.

Consequently, the relative size of objects must be preserved when objects are at a similar distance from the camera. We
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leverage this intuition to find the height (number of pixels) of a reference object already in the image frame and use this
to determine the height of the cone if it were to be placed in the same location as the reference object. In addition, we
also determine how the size would change as the distance to the camera increases or decreases. This is then used to
compute a scaling factor. These, in turn, help us find the size of the cone to be inserted.

We now consider a sequence of image frames. Suppose the direction and speed of travel are roughly consistent for a
short period of time. In such a case, we find that the rate at which an object approaches is likely to be consistent. We
leverage this knowledge to determine the position of the cone in consecutive image frames. Consider a sequence of
frames with a static reference object. If the object approaches the camera at some speed, then we can safely assume that
the cone should also approach the camera at a similar speed. Thus, we vary the location of the cone throughout the
sequence of targeted image frames. We also continue to use the scaling factor previously computed to find the size of
the cone at the new location. We illustrate the qualitative results from this experiment in Figure 23 and demonstrate
that the location of the added cone appears to be fairly static and maintains the appropriate size throughout the video

sequence.

Frame0041 ; " Frame0061

Fig. 23. A sequence of zoom-in image frames depicting the change in size and position of the cone over time. The shown frames are
20 frames (two-thirds of a second) apart.

5.3.4 Case Study IV (Attacks). In this section, we demonstrate that AEVISIONLAB test platform can be used to launch
attacks without endangering an actual car and driver. In assisted driving or autonomous driving, one of the main
operational components is the video streaming of the cameras. SomelIP messages are used extensively in automotive AE
networks to communicate system functions and maintenance of network reliability among ECUs. Adversaries either
target a car’s functionality and reliability as a SomeIP MITM attack!!, or a safety-critical operational attack on the
video stream. Hence, we design the attacks on SomelP services and the camera video stream in a laboratory. Table 6

describes potential impacts of the attacks on the camera and SomelP. Figure 24 illustrates an overview of our attacks.

(i) Camera Delay Attack. We establish a bridge between TSRVC and Rcam, creating a three-second video buffer
at the workstation. This buffer continuously transmits a delayed video stream from Rcam to TSRVC. For illustration
(Figure 25)), Fcam and Rcam are positioned to view a person’s thumb from slightly different angles, as shown in the
video display. Initially, at zero seconds (left of Figure 25)), Fcam shows a thumb-up, but Rcam does not. However, three
seconds later (right of Figure 25)), Rcam displays the thumb-up, similar to Fcam at zero seconds, indicating a delayed
version of the event. A real-time clock is displayed on the central screen to illustrate the delay (see Figure 25). This

delay could cause a driver using the rear camera to reverse to collide with an object behind earlier than expected.

Uhttps://plaxidityx.com/blog/engineering/some-ip-protocol-man-in-the-middle-attack/
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Possible Impact

Attack | Description Safety | Funct
Camera | Autonomous or assisted driving rely on the camera. Any video delay will affect the [
delay driving. An example is using the rear camera for reversing. The delay will cause the

reversing car to hit an obstacle earlier than expected.
Stop If an autonomous vehicle suddenly stops or diverts due to the camera stop, for o
camera | example, at a dangerous place when crossing a traffic junction or a busy highway;, it
will pose a danger to the driver or other cars.

SomelP | When a compromised ECU eavesdrops another ECU service, it can use the informa- [
Eaves- | tion for adversary purpose, for example devise a coordinated attack or divulge the
drop driver’s private information to a 3rd party.
SomelIP | When an attacker hijacks a SomelP message from an ECU for an identified function, [ [
Hijack | it can change the service to the ECU to cause a safety attack or affect the car function

and reliability,

Table 6. Possible impact of attack. Safety: Safety-critical operation, Funct: Functional and reliable operation.

Victim

1 SomelP - Hijack TSRVC
BDC service i Hijack Service 0x3544

HU % Service 0x3531

U
. SomelP - Hijack " N
i TSRVC service ! Hijack Service 0x3531 s
U

HU | BDC

Attacker | p il

: s | Delay video

. Camera Delay Attack a '

: Rcam |

H | Stop Camera

. Stop camera after L -

i delay : 3

H H e

: TSRVC ! &

SomelP - Eavesdrop 4 Eavesdrop Service 0x3544 via BDC link _§

: BDC service D 3

: HU | Service 0x3544 via BDC link s %
S

! T

Fig. 24. Attacks conducted on AEVisioNLAB test platform

(ii) Stop camera after delay. During fingerprinting, we discovered that SomelP service 0x300a is related to the camera,
with TSRVC requesting this service from the camera. Thus, we bridge the link between TSRVC and Fcam, and different
method IDs for this service were fuzzed to confirm that method ID 0x3f would request the camera to stop. To test this
(see Figure 26), an attack was devised using a delay to trigger a fake crafted message requesting SomelP service 0x300a
method 0x3f to be sent by the TSRVC. As a result, Fcam responded to this message and stopped, while the other three
cameras remained operational. Some cars use a front camera for lane assist, and the sudden stop of the front camera, as
illustrated by this attack, will impact driving.
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1353 Front Camera Rear Camera 1 R s Front Camera Rear Camera
cam 2can ) car camera was 3s cam) o
1354 (Fcam) y (Rcam) / / | y e e (Fcam y b (Rcam)
1355
1356 =
1357 i
Three seconds later:
1358 + Rcam - Thumb-up
1359
1360 .
Fig. 25. Camera Delay Attack

1361
1362
1363 No. Time Source Destination Protocol Interface ID

11348 5.286256 160.48.199.6 160.48.199.12 SOME/IP ©x00000005
1364 11363 5.287658 166.48.199.12 160.48.199.6 SOME/IP ©x800000086
1365 <
1366 Ethernet II, Src: RobertBosch_c3:d4:a8 (bc:9@:3a:c3:d4:a8), Dst: R
1367 882.1Q Virtual LAN, PRI: @, DEI: @, ID: 73
) Internet Protocol Version 4, Src: 160.48.199.6, Dst: 160.48.199.12
1368 User Datagram Protocol, Src Port: 31501, Dst Port: 3049@ There are several method IDs,
1369 v SOME/IP Protocol (Service ID: @x3e@a, Method ID: exee5a, Length: 3 (0x5a, 05, 56, 54, 58, 51, 3f).

Service ID: 8x306a s We change method ID (manual

1370 |

Method ID: @x@@5a |
1371 Length: 33
Client ID: ©x8000

fuzzed number) to different ID
to confirm Ox3f is to request

1372 to st
Session ID: ©x@000 camera 1o stop.
1373 SOME/IP Version: @xel1
1374 Interface Version: @xel
1375 v Message Type: @x8@ (Request)
. Attack: After some delay,
1376 No. Time Source Destination Protocol Interface ID send SomelP request
1577 811638 65.3056.. 160.48.199.6 |166.48.199.12 |SOME/IP 0x80860805 (Service ID = 0x300a
811771 65.7584.. 160.48.199.12 160.48.199.6 SOME/IP ©x00000006 B !
1378 3 Method ID = 0x3f) from
TSRVC to stop front camera.
1379 Ethernet II, Src: RobertBosch_c3:d4:a8 (bc:9@:3a:c3:d4:a8), Dst: R P
1350 802.1Q Virtual LAN, PRI: @, DEI: @, ID: 73
) Internet Protocol Version 4, Src: 160.48.199.6, Dst: 160.48.199.12
1381 User Datagram Protocol, Src Port: 31561, Dst Port: 30490 \ 4
1382 v SOME/IP Protocol (Service ID: @x3@@a, Method ID: exee3f, Length: 1 Front camera stops
1383 Service ID: Bx389a - Observe from workstation
[_Method ID: exeesf | - The other three cameras
e Length: 11 are still runnin
1385 Client ID: exeeee 9.
1386 Session ID: ©xeeee
SOME/IP Version: 8x@1
1387 Interface Version: exel
1388 v Message Type: ©x08 (Request)
1389
1390 Fig. 26. Stop Camera After Delay
1391
1392
1393 (iii) SomelP - Eavesdrop/Hijack BDC service. For this attack, we intend to eavesdrop or hijack a SomelP service. From
139 the collected AE messages, we filter the messages for regular SomelP services and find that BDC subscribes to a regular
1395

SomelP service ID 0x3544 from TSRVC. Thus, we set up a bridge between HU and BDC. In normal circumstances, HU

1396
1397 will not subscribe to this service. For the attack, whenever HU observes a service offer of 9x3544 from TSRVC via BDC

1308 (see Figure 27), HU will subscribe to TSRVC via BDC for the same service. Subsequently, TSRVC will send the service to

139 both BDC and HU, resulting in HU to eavesdrop on BDC.
1400

o1 Instead of eavesdropping only, the attacker proceeds to another step to hijack the service from TSRVC to BDC.

102 Concretely, whenever HU observes a service offer of 0x3544 from TSRVC via BDC (see Figure 28), HU sends a fake
1403 StopOffer as though it is from TSRVC to BDC. Then, HU sends its own offer of service @x3544 for BDC to subscribe
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Fake subsribe 0x3544

Eavesdrop 0x3544 service §

Subsribe 0x3544
_SUDSTILE VRSP

-4 :
0x3544 service

SomelP - Eavesdrop BDC service

TSRVC
(Service Provider)

0x3544 Service Provider

HU 160.48.199.99
(Interface: 1)

BDC 160.48.199.16
(Interface: 2, 4)

TSRVC 160.48.199.117
(Interface: 3, ...)

Cameras bmtu'p

18

210

21

215

216

219
244

938

_somelP-SD (Find Ox3544)

_somelP-S0 (Find 0x3543) |

somelP-5D (Find Ox3544)

————

somelP (Sve Ox3544 / 8001, 99)
omelP-SD (SubAck Ox3544, 99)

L
Siduapiopinglifmipngi, spdininfnslipoyisfugipdiel Mt

e

somelP-SD (Find Ox3544)

le somelP-5D (Offer Ox3544)

ARP (Reply 99)

somelP (Sve Ox3544 / 8001, 99)

somelP-SD (Find Ox3544) >

omelP-SD (SubAck Ox3544, 99)

5
e

Eavesdrop '

Offer, Subscribe, SubscribeAck repeats regularly

H somelP (Sve Ox3544 /8001, 99)
-

1932 D_‘somelP (Sve Ox3544 / 8001, 99) [

somelP (Svc Ox3544 / 8001, 99)

somelP (Sve Ox3544 / 8001, 16)

4 somelP (Sve Ox3544 / 8001, 99)
<

somelP (Sve Ox3544 / 8001, 16)

937
939
1931
1933

17

209

212
213
214

217
218
243
250
252

Fig. 27. Attack SomelP Service 0x3544 Eavesdrop

Anthony et al.

and also concurrently, HU subscribes to the service from TSRVC. Subsequently, when HU receives the service from

TSRVC, it can arbitrarily change the payload and relay the modified service to BDC. The result of the flow of service
0x3544 is illustrated on the top part of Figure 28, showing that HU has hijacked the service from TSRVC to BDC.

(iv) SomelP - Hijack TSRVC service. In AEVisioNLAB, TSRVC regularly subscribes to SomelIP service 0x3531 from
BDC. The difference from @x3544 is that TSRVC subscribes to different method IDs (i.e., different functions) in service
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Stop offer 0x3544 from BDC TSRVC

fake TSRVC > (Service Provider)
Fake offer 0x3544
Subscribe 0x3544

SomelP - Hijack BDC service

0x3544 Service Provider
HU 160.48.199.99 BDC 160.48.199.16) TSRVC 160.48.199.117
(Interface: 1) (Interface: 2, 4) (Interface: 3, ...)
H H H
o E Cameras bontu'p E
; E
8 < somelP-SD (Find Ox3544) =
(e e m e et e e ] somelP-SD (Find Ox3544)
somelP-SD (Find Ox3544) | fpe=--rmmmmmroommmmneanaens 7
14 Rt EREE R somelP-SD (Find 0x3544) | 15
somelP-SD (Offer Ox3544)
183 < somelP-SD (Offer Ox3544) o oommm s 182
1 | |somelP-SD (Sub Oxasaa, 117)
somelP-SD (fake StopOffer
0x3544, 117->16)
187 s somelP-SD (Sub Ox3544, 117)
189 somelP-SD (Offer Ox3544, 16) | [-----------r-m-mmmomoos > 188
190
180
180
191
somelP-SD (SubAck Ox3544, 16)
192 | |eseeeemesa e e - ARP (Ret 99)
03 | lawenn. ARE(REGSS) ferse e 202
ARP (Reply 99)
204 | fresmmete > | AReReys) |
somelP-SD (SubAck Ox3544, 99
207 somelP-SD (SubAck Ox3544, 99) | fs === == rmmmmrammnonseos 206
et pam et =
Hijack
Repeat the attack sequence
IP (Svc Ox3544 1 8001, 99
gg7 | |somelP (Sve Ox3544 1 8001, 99) | somelP (Sve ) 896
somelP (Hijack Sve Ox3544 / 8001
99->16)
898
o b -
M IP {Sve Ox3544 / 8001, 59) [ |
1835 | | SomelP (Sve Ox3544 /8001, 99) |. SomelP (Sve O ) 1834
somelP (Hijack Svc Ox3544 / 8001,
99->16)
1836
L] . §

Fig. 28. Attack SomelP Service 0x3544 Hijack

0x3531. As a result, HU cannot fake a fixed-service subscription from BDC. After hijacking the service from BDC to
TSRVC using the same technique as 0x3544, HU then relays the changing subscription method ID received from TSRVC
to BDC. Figure 29 illustrates that the subscription message received by HU from TSRVC via BDC is relayed to BDC.
Subsequently when the service from BDC is received, HU relays the modified service to TSRVC via BDC.
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Normal SomelP 0x3531 with Different Method ID
BDC (Service Provider)

Hijack SomelP 0x3531 via Reading the Different Method ID from TSRVC
BDC (Service Provider)

Fig. 29. Attack SomelP Service 0x3531

The preceding two attacks target SOME/IP service (ID ©x3531 and ©x3544), which is a middleware protocol for
Automotive Ethernet. In contrast to certain earlier works [2, 31] that conceptually discuss attacks on SOME/IP protocol
model, we investigate and learn the realistic SOME/IP service flow within the AE network of AEVisioNLAB platform.
This, in turn, allows us to design the preceding two attacks targeting specific IDs. Due to the proprietary nature of
BMW protocol, we note that the concrete objective of the targeted service IDs (i.e., 9x3531 and 0x3544) is unknown.
Nonetheless, the previous two attacks show that the real-world implementation of SOME/IP service in the IVN is
vulnerable to both eavesdropping and hijacking. Hence, there is a need for more research in intrusion detection targeting

these services, as also discussed in earlier work [4].

(v) UDP - Fake identity of TSRVC to Pcam. An initial attempt was made to fake the identity of HU as TSRVC to make
the camera send video to HU. A bridge was set up between HU and BDC, and a fake UDP identity message was sent to
Pcam via BDC and TSRVC. However, the attack failed because TSRVC did not forward the message to Pcam. Although
the message passed from HU through BDC to TSRVC, it did not continue from TSRVC to Pcam. The exact reason for
this behavior is unclear due to the black-box nature of TSRVC. We suspect that the TSRVC filters the messages intended

for the Pcam or has two internal processing elements, separately for BDC and Pcam.

(vi) Attack success rate. To reliably evaluate the attack success, we launch the attacks multiple times and record the

success rate. The results are recorded as follows.

(1) Camera Delay Attack: We perform several tests and observe on the workstation monitor that the Rcam video
is always delayed by three seconds for each test.

(2) Stop camera after delay: This attack is performed several times with 100% success. At each test, Fcam will
stop its video stream as frozen on the workstation monitor, while the other three cameras continue streaming.

(3) SomelP - Eavesdrop / Hijack BDC service: We conduct several tests for each attack as shown in Table 7.
Attack messages are crafted from the attacker (compromised HU) to the service provider (TSRVC) and the
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Attack Dataset File Sets of | Successful Result
Messages Attack
SomelP - 223323{?;:[]&15";]5”65 17 17 TSRVC (160.48.199.117) sends service
Eavesdrop BDC P Peapng 0x3544 to both BDC (160.48.199.16)
R 20230524 _HU_SvcEaves
service 15 15 and attacker (160.48.199.99)
drop0x3544-1.pcapng
20230530_allLinks_Attk
16 16
0x3544Eavesdrop.pcapng
202 1ILinks_Attk
oisiiigﬁfck H::—n t 21 21 TSRVC (160.48.199.117) sends service
SomelP - Hijack Jact.peapng 0x3544 to attacker (160.48.199.99)
. 20230607 _allLinks_Attk
BDC service I 15 15 and then attacker sends to
0x3544Hijack.pcapng BDC (160.48.199.16)
20230608 _allLinks_Attk 0 o It
0x3544Hijack.pcapng
20230608_allLinks_Attk 6 6
0x3544Hijack-1.pcapng
SomelP - Hijack | 20230619 allLinks_Attk BDC (160.48.199.16) sends service 0x3531
TSRVC service 0x3531Hiiack117 peapn 5 5 to attacker (160.48.199.99) and then
) peapng attacker sends to TSRVC (160.48.199.117)

Table 7. SomelP attack result

service receiver (BDC). For each test, the attacks are successful 100% in either eavesdropping or hijacking the
service to BDC.

(4) SomelP - Hijack TSRVC service: Similarly, the test result is shown in Table 7. Attack messages are crafted
from the attacker (compromised HU) to the service provider (BDC) and the service receiver (TSRVC). The
attacks are successful 100% in hijacking the service to TSRVC.

(5) UDP - Fake identity of TSRVC to Pcam: This attack intends to fool the camera into sending a video stream
to the attacker (compromised HU). We notice that TSRVC sends UDP messages to inform Pcam on its IP address.
Similar UDP messages are crafted from HU, but the IP address is changed to HU, instead of TSRVC. The message
from HU has to pass via BDC, TSRVC and finally to Pcam. But the attack is not successful because TSRVC does

not forward the message to Pcam..

6 Related Work

Effective cybersecurity testing of vehicles is essential for identifying and addressing security flaws, but testing real
vehicles poses safety and economic risks. Consequently, researchers often use testbeds to uncover cybersecurity
vulnerabilities. Shahid Mahmoo et al. [17] survey several automotive cybersecurity testbeds used by researchers for
automotive networking technologies including Controller Area Network (CAN), Local Interconnect Network (LIN),
Media Oriented Systems Transport (MOST), and FlexRay. They categorized the testbeds into three types: simulation-
based, hardware-based, and hybrid. Simulation-based testbeds use software to simulate ECUs and networks whereas
hardware-based testbeds use real or emulated hardware, allowing for physical interaction studies. Finally, hybrid
testbeds combine software and hardware components. VitroBench [29] is a hardware-based test platform using a COTS
ECUs and it programs for controlling CAN network message packets. AEVistoNLAB employs similar concept of test
platform as VitroBench by monitoring and manipulating the Automotive Ethernet messages of a testbed consisting of a
car’s COTS ECUs. However, in contrast to VitroBench, AEVisioNLAB focuses on the Automotive Ethernet Protocols
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and their security. Additionally, AEVisioNLAB includes capabilities of video simulation and manipulation for security
testing and evaluation.

There have been few Automotive Ethernet (AE) cybersecurity testbeds. Kai Muller et al. [19] demonstrate an Ethernet
prototype platform using an ARM-centered system-on-chip for future automotive applications. Shane Tuohy et al. [27]
developed a simulation platform integrating real video streams to test automotive video systems and ADAS algorithms.
Hexuan Li et al. [12] use a Vehicle-in-the-Loop testbed and open-source Apollo !? architecture to validate automated
driving functions. These testbeds mainly focus on driving functionality rather than cybersecurity testing and evaluation.

Mostaq Hossain et al. [6] predict the increasing prevalence of Digital Twins in autonomous vehicles. A Digital Twin
testbed is a virtual representation of a physical product containing information about the car, significantly aiding
car design. Shetty [25] developed a digital twin model using a Toyota Prius equipped with various sensors to record
driving scenarios. Popa et al. [22] developed CarTwin models in the laboratory to mimic real vehicle networks, using
Infineon TC275 lite kits for CAN network communication. Their testings are using CAN protocol as the medium. Our
work differs by focusing on the security testing of Automotive Ethernet protocols within in-vehicle networks (IVNSs).
Moreover, AEVIisioNLAB uses COTS components for such testing, instead of focusing on the design and modeling of a
digital twin.

In recent years, researchers have focused on the cybersecurity aspects of Automotive Ethernet (AE) networks.
Seonghoon Jeong et al. [7] and ML Han et al. [5] look into intrusion detection systems using convolutional neural
networks and wavelets, respectively. Rishikesh Kakade et al. [9] and Mahdi Fotouhi et al. [3] analyze vulnerabilities
in time synchronization within AE networks. Zachariah Threet et al. [26] propose a Named Data Networking (NDN)
security infrastructure to integrate protocols like CAN, LIN, and AE into a unified system. Wooyeon Jo et al. [8]
developed an automatic whitelist generation system to filter abnormal packets, enhancing cybersecurity for in-vehicle
networks (IVNs). Their test platforms typically involve simulations and embedded computers such as Raspberry Pi. In
contrast, our AEVISIONLAB test platform allows researchers to test their solutions using real car ECUs in a laboratory
setting. Additionally, AEVISIONLAB is also complementary to the research in intrusion detection systems (IDS), as the
capabilities embodied in AEVIsIONLAB can facilitate evaluation of IDS e.g., in terms of data collection (for training) and
validation.

Fuzzing is widely used to identify vulnerabilities in automotive systems, including interfaces like Bluetooth, Wi-Fi,
Ethernet, USB, and CAN. Pranav Patki et al. [20] use penetration testing and fuzzing on diagnostic services data to
find and patch vulnerabilities, applicable to various interfaces. Yuekang Li et al. [13] develop a greybox fuzzer (Ori) for
SOME/IP applications, demonstrating its efficiency in testing server programs and generating valid SOME/IP packets to
explore deep paths. Feilong Zuo et al. [32] introduce PAVFuzz, a state-sensitive fuzz testing framework for protocols
used in autonomous vehicles, which identified unknown vulnerabilities in protocols like RTPS and SOME/IP. Our work
is orthogonal to the aforementioned approaches on fuzzing, as AEVisIoNLAB provides a comprehensive platform for the
development and real-world testing of fuzzing tools targeted for Automotive Ethernet protocols. This is also illustrated

by the development of a proof-of-concept fuzzing tool on top of AEVIsIONLAB.

7 Discussion and Future Outlook

AE will play a crucial role in the new generation automotive networks [14, 24]. Modern vehicles are increasingly

complex and interconnected, which has expanded their attack surfaces. To this end, building on the previous standards

2https://github.com/ApolloAuto/apollo

Manuscript submitted to ACM


https://github.com/ApolloAuto/apollo

1665
1666
1667
1668
1669
1670
1671
1672
1673
1674
1675
1676
1677
1678
1679
1680
1681
1682
1683
1684
1685
1686
1687
1688
1689
1690
1691
1692
1693
1694
1695
1696
1697
1698
1699
1700
1701
1702
1703
1704
1705
1706
1707
1708
1709
1710
1711
1712
1713
1714
1715

1716

AEVisioNLAB: Manipulating In-vehicle Ethernet Networks with All-round Vision 33

of SAE J3061 and ISO 26262, the committee has created a new cybersecurity standard ISO/SAE 21434 [16]'3 in 2021
to provide a framework for both cybersecurity process requirements and risk management. Cybersecurity standards
and regulations, such as ISO/SAE 21434, highlight the necessity of cybersecurity verification and validation in the
development lifecycle. Feng Luo et al. [15] survey cybersecurity testing for automotive domain. They address the
importance of using testbeds for automotive cybersecurity testing to avoid economic and safety issues associated with
testing on actual vehicles, though the results may differ from real systems. Security testing is now a mandatory phase in
automotive development due to the ISO/SAE 21434, making it essential for type approval. In light of such development

in automotive security, we present our outlook for using AEVISIONLAB in cybersecurity research.

7.1 Towards a flexible Automotive Ethernet test platform

Laboratory testing, unlike using a real car [11] which is subject to road elements, provides a controlled and safe
environment. Test results can be analyzed offline, and further testing or changes can be promptly performed for
validation. AEVIsIoNLAB offers more reliable test results compared to using simulated ECUs [3, 7-9, 26], reducing
ambiguity regarding their validity on the actual car.

AEVisioNLas offers flexibility for configuring an AE test platform in the laboratory to research car design, study
vulnerabilities, and develop Intrusion Detection and Prevention Systems (IDPS). Due to the diversity of vehicle designs,
a single testbed cannot cover all car types. To address this, we design AEVISIONLAB to allow easy replacement or
addition/removal of ECUs without altering the rest of the platform, such as the communication capture module and
software components (see Figure 2). This design ensures an extensible and flexible test using COTS ECUs, ensuring re-
producibility of test results that closely mirror real car performance. This is ensured while maintaining the AEVisioNLAB
capabilities, including bridging, sniffing, and fuzzing.

Without changing the test platform, a car designer has the flexibility to reprogram the same ECU with an improved
version and test its functionality and vulnerabilities in an integrated test environment. The testing can be scaled up by
performing incremental modification to the communication message using the workstation bridging before embarking
on the entire ECU reprogramming. Any new IDPS module or algorithm can be injected to the network either physically
or by software bridging via the workstation. Another example is that additional components such as internal and
external antennas can be connected to BDC to study the wireless functionality of the car key.

With the advent of zonal architectures [14], the car backbone can utilize AE alongside multiple mixed controllers of
AE, CAN, and LIN. Our prior work VitroBench [29] and AEVisIONLAB share similar bridging, sniffing, and fuzzing
concepts. Thus, a hybrid car can be tested in the laboratory by setting up a single test platform that combines both
AEVisioNLAB and VitroBench. Such a setup will enable integrated and synchronous monitoring of AE, CAN, and
LIN messages, making the testing software more robust in checking the responses of all protocols and allowing
for further investigation of cross-protocol attacks. We can integrate various types of IVNs into AEVisioNLAB and
facilitate researchers to launch and evaluate cross-network attacks. The test platform can be expanded to multiple
workstations, each connected to a communication module for accessing IVNs in different studies. These studies may
include cybersecurity research, support for automotive software development, ECU testing and logging, and V2V/V2X
wireless communication.

The application of AEVIsIoNLAB can be scaled up to study assisted or self driving function according to different road

scenes. The simulation of a driving scenario using captured video from external display or injected video stream can be

Bhttps://www.iso.org/standard/70918.html
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extended to study different driving algorithms. The driving algorithm can be further developed either by reprogramming

the ECU or by software bridging through the workstation.

7.2 Towards an extensible research platform for sensors-oriented driving

We demonstrate that AEVISIONLAB can monitor and manipulate video messages from cameras. With the increasing
use of diverse sensors [14] to facilitate driving, more research into their design and cybersecurity is necessary. These
sensors require a high-bandwidth network, and AE is suitable for supporting them. Similar to video messages, any
sensor messages can be monitored or manipulated. Therefore, AEVISIONLAB is easily extendable for researching the
security of such sensors. The test platform can study sensor responses via external live feed-in or internal modification
of sensor messages.

For our evaluation, we present a road scene to a car camera and studied the resulting messages and the car’s
responses. We also investigated the manipulation of road scene and injecting such manipulated video into the AE
network. To further research sensors-oriented driving, external live feeds can be sent to the car’s sensors to simulate
driving scenarios. This simulation does not affect the current monitoring software, and customized software can be
programmed to manipulate the sensor messages.

Several add-on systems can scale up the test platform such as Active Cruise Control, Parking Manoeuvring Assistant,
Driver Attention Camera and Driving Assistance. More ECUs (Table 8) can be added to AEVisioNLAB for different
research purposes. Each capture module, CM1000 High MATEnet has 6 point-to-point 100/1000BASE-T1 connections.

More connections can be added by cascading multiple capture modules.

Table 8. Sensors-Oriented Driving

System Description Main ECUs

Active Cruise Control Performs the task of acceleration and braking ACC radar sensor and ACC control unit are one
(ACC) to regulate the distance and speed component, KAFAS camera, Steering Angle Sys-
tem (SAS), BDC

Parking Manoeuvring Park by controlling steering, acceleration,and PMA control unit, Electronic Power Steering

Assistant (PMA) braking after selecting a suitable space (EPS), Dynamic Stability Control (DSC), Engine
(DDE), instrument cluster (KOMBI), HU, BDC,
4 x radar detection sensors (i.e. front left, front
right, rear left, rear right), TSRVC

Driver Attention Cam- Analyse the driver’s attentiveness by evaluat- KOMBI, HU, BDC
era ing the position of the head and eyes’ opening
from the instrument cluster

Driving Assistance Provide safety and comfort features like Lane KAFAS camera, BDC, 4 x radar detection sensors
Departure Warning, Forward Collision Warn-  (i.e. front left, front right, rear left, rear right)
ing, and Pedestrian Warning

7.3 Towards directed fuzzing for AE network

In AEVISIONLAB, we created a random fuzzing algorithm to arbitrarily manipulate messages in AE IVNs, demonstrating
its effectiveness in providing useful information to designers. Previous research [13, 20, 32] has also emphasized the
importance of fuzzing for testing automotive systems. However, there is still significant work needed to develop
Manuscript submitted to ACM
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effective, targeted fuzzing algorithms specifically for automotive systems. Unlike application software, where test
subjects are readily available, creating realistic test platforms for automotive systems remains challenging, hindering
the advancement of security testing technologies in this field.

AEVisioNLAB facilitates the development and realistic evaluation of fuzzing research on AE IVNs by separating
the automotive testbed design from the software component. This separation allows researchers to focus on software
aspects, such as developing directed fuzzing algorithms aimed at uncovering vulnerabilities or attacks in IVNs. Moreover,
AEVisioNLaB facilitates the development of complex fuzzing lgorithms that not only target IVN messages, but also the
manipulation of videos from the road scene. While there have been several works in fuzzing image/video processing
applications [21] as well as fuzzing IVN messages [13, 20, 32], the interplay between the IVN messages and video may
be explored via advanced hybrid fuzzing techniques. In this context, AEVISIONLAB provides a foundation to advance

the state-of-the-art in fuzzing algorithms for automotive systems.

7.4 Towards creating a research dataset for AE network

Since AEVISIONLAB is formed from the actual ECUs, the collected AE messages constitute the car network fingerprint
(Section 5.3.1). Datasets of different normal driving scenarios can be collected. Attacks and video simulations as shown
in the preceding sections, can be devised for dataset collection. This formed an important resource for further research
and development of detection and prevention techniques, especially in the area of machine learning (ML) or deep
learning (DL).

Moreover, we use Wireshark as a tool to monitor the network messages and collect them into a PCAPNG file when
required. Dedicated software can also be programmed to extract specific information or features from the messages.
We have demonstrated that using C programming for bridging and changing the message’s data is possible in real
time (Section 5.3.2). If real-time modification is not possible for more complex processing, the dataset can be collected
for post-processing. The post-processed dataset can also be re-injected into the network if required, as shown in
Section 5.3.3.

To illustrate the application of the datasets, we have collected a normal scenario, 20230517 _alllLinks.pcapng, and
an attack scenario, 20230608_alllLinks_Attk@x3544Hijack.pcapng. The attack is to hijack a SomelP service (0x3544)
to TSRVC, as described in Section 5.3.4. Further work can be performed to detect the attack using the two datasets. The
datasets in this research can be obtained from AEVisioNLAB repository 4.

Along with this dataset, we have also included two software tools: (i) pcap_videolinkV1.py: this tool is used to
view the video stream extracted from an AE link on the screen and extract the individual video frames to a local folder.
and (ii) pcap_ProInfoV1.py: this tool extracts and decodes protocol information used in an AE link. Such information
is stored in a text file attributed to each protocol. We hope the accompanying python tools can facilitate smooth usage
of our datasets and benchmark existing and new attack performance using the data extracted for each protocols in an

AE link. Additionally, such tools can also help in developing novel intrusion detection systems.

8 Conclusion

In this paper, we implement an Automotive Ethernet test platform, named AEVisioNLAB. AEVISIONLAB is a realistic
embedded system that can be built using low-cost COTS ECUs. It can be used for security analysis of AE IVNs and
protocols. The design can extend the test platform with different ECUs without altering the rest of the setup and the

Yhttps://github.com/yeoant/ AEVisionLab/tree/main/Dataset
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software. It supports the development of advanced attacks, monitoring, and defense techniques without hardware
changes. We have also curated numerous techniques to efficiently collect, manipulate, and inject videos of real road
scenes.

We propose methodologies to reverse engineer and fingerprint proprietary AE protocols and demonstrate this
capability by extracting and manipulating video feeds from the IVN of a BMW G20 car. In a nutshell, the embodiment
of various capabilities in AEVIsioNLAB allows us to curate attacks targeting both video and non-video messages within
IVN, as demonstrated by manipulation/injection of video stream and hijacking/eavesdropping on SOME/IP services,
respectively. We hope that AEVIsIONLAB test platform will provide a foundation for future cybersecurity research of
Automotive Ethernet. To promote further research in this area and for reproduction of results, we make all our code

and experimental data available in the following URL:

https://www.aevisionlab.com
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1925 A AE Testbed Layout
1926
1027 Figure 30 shows the layout of the testbed components. Three ECUs are mounted on a test board:
1928 e Headunit (HU)

1929 e Body Domain Controller (BDC)

e Camera ECU (TSRVC)

1930

1931

1932 The other four ECUs are connected externally:
1933

e Front camera (Fcam)

1934

1935 e Rear camera (Rcam)

1936 o Left side mirror, including driver camera (Dcam)

1937 e Right side mirror, including passenger camera (Pcam)

1038
1939 All six ECUs’ AE links are connected to the capture module (CM1000). The workstation sniffs the links from the

1990 capture module’s monitoring port.
1941

1942 Display Capture Module

(CM1000)

1943
1944 Camera ECU Interior
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