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Abstract. The Internet of Things (IoT) has gained widespread popular-
ity, revolutionizing industries and daily life. However, it has also emerged
as a prime target for attacks. Numerous efforts have been made to im-
prove [oT security, and substantial IoT security and threat information,
such as datasets and reports, have been developed. However, existing
research often falls short in leveraging these insights to assist or guide
users in harnessing IoT security practices in a clear and actionable way.
In this paper, we propose CHATIOT, a large language model (LLM)-based
IoT security assistant designed to disseminate IoT security and threat
intelligence. By leveraging the versatile property of retrieval-augmented
generation (RAG), CHATIOT successfully integrates the advanced lan-
guage understanding and reasoning capabilities of LLM with fast-evolving
IoT security information. Moreover, we develop an end-to-end data pro-
cessing toolkit to handle heterogeneous datasets. This toolkit converts
datasets of various formats into retrievable documents and optimizes
chunking strategies for efficient retrieval. Additionally, we define a set of
common-use case specifications to guide the LLM in generating answers
aligned with users’ specific needs and expertise levels. Finally, we imple-
ment a prototype of CHATIOT and conduct extensive experiments with
different LLMs, such as LLaMA3, LLaMA3.1, GPT-40, and DeepSeek-R1.
Experimental evaluations demonstrate that CHATIOT can generate more
reliable, relevant, and technical in-depth answers for most use cases. When
evaluating the answers with LLaMA3:70B, CHATIOT improves the above
metrics by over 10% on average, particularly in relevance and technicality,
compared to using LLMs alone.

Keywords: Internet of Things - Security - Large Language Model -
Retrieval-Augmented Generation
1 Introduction

The Internet of Things (IoT) constitutes a vast network of physical and virtual
entities, characterized by their sensing and/or actuation capabilities, programma-
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bility features, and unique identifiers. This interconnected infrastructure has
rapidly expanded, and IoT connections surpassed non-IoT connections in 2020.
It is estimated that over 40 billion IoT devices will be integrated into homes
and workplaces via sensors, processors, and software by 2030. With the rapid
developments of IoT, increased connectivity and complexity of IoT ecosystems
also introduce various vulnerabilities, making them attractive targets for attacks.
Consequently, IoT security has become a critical issue.

Over the decades, IoT security has garnered significant attention from re-
searchers, covering both defensive [6,33,55] and offensive [17,25] strategies. As the
large language model (LLM) has made significant strides in recent years, it has
been explored in the context of IoT security as well, such as threat/vulnerability
identification [22,39,54,58], perceive IoT sensor data [41], device management and
labeling [40,45], and IoT trust semantics enhancements [24]. This surge in interest
has led to many domain-specific datasets that offer extensive insights covering
various aspects of IoT security, such as vulnerabilities and exploits [15,30], tactics,
techniques, and procedures (TTPs) [49], and industry-standard guidelines [5, 56].
However, most existing works focus on discovering new vulnerabilities/threats or
designing novel defensive/offensive techniques, but pay less emphasis on leverag-
ing the insights contained in datasets to assist or guide users in enhancing their
security practices. Although [15,30,49] offer information search services, they
typically only provide raw data (e.g., vulnerability), which is often challenging
for non-technical users to understand. Even experienced security analysts may
find it difficult to extract actionable insights from massive unprocessed informa-
tion. Recently, Google announced Sec-Gemini v1, a new experimental AT model
focused on advancing cybersecurity Al frontiers, by combining Google’s Gemini
with near real-time security data and tooling (e.g., fine-tuning). However, it is
not focusing on IoT security. As highlighted in Gartner’s IoT Security Primer:
Challenges & Emerging Practices (2018, updated in 2020): Information Security’s
largest IoT challenge is poor wvisibility and understanding of IoT devices and
how the organization uses them. Consequently, it is urgent to provide a solution
that delivers timely, actionable, and easily accessible IoT security and threat
intelligence to a wide range of users, including technical and non-technical ones.

Inspired by LLM’s advanced capability, there are two promising approaches i)
fine-tuning the LLM specifically on IoT security information and ii) RAG, which
Retrieves IoT security information to Augment the LLM’s Generation. However,
naive applying them is still facing one or several of the following challenges:
Challenge-®: IoT Security Evolves Rapidly. The field of IoT security is
continuously developing, with new vulnerabilities, exploits, and security protocols
emerging regularly. For example, in August 2024, the VARIoT vulnerability
dataset [30] received 79 updates, and cybersecurity websites almost report new
developments daily®. Fine-tuning an LLM on static IoT data would quickly be-
come outdated, failing to provide the latest threats or innovations in IoT security.
Moreover, while fine-tuning may yield comparable or slightly better results, it
requires substantial resources, i.e., GPUs or paid APIs, incurring significant com-

® https://www.bleepingcomputer.com/, https://www.darkreading. com/
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putational expenditure and financial overhead. For instance, OpenAl fine-tuning
APT charges $25 for training GPT-40 on 1M tokens, compared to $2.50 for solely
processing inputs®. This creates an accessibility barrier for resource-constrained
researchers and startups aiming to contribute to IoT security advancements. With
frequent IoT updates, direct fine-tuning becomes a bottleneck and expensive.
Challenge-0: Heterogeneous Dataset Formats. [oT security datasets come
in a variety of formats, such as structured data (e.g., vulnerability databases [30]),
unstructured text reports, and product compliance lists (such as Cybersecurity
Labelling Schemes in Singapore, Finland, and Germany). Fine-tuning/augmenting
an LLM on such diverse data types without a robust data processing mechanism
would significantly limit the utilization of information contained in these datasets.
Challenge-®: Diverse User Requirements. Users in [oT ecosystems range
from consumers to security analysts, each with distinct expertise levels and
specific security concerns. Directly using LLMs (even fine-tuned/augmented
ones) without considering varied requirements will limit their ability to provide
meaningful and contextually appropriate responses for different user groups.

In light of the knowledge gap and technical challenges as above, we ask:

Can we use large language models to effectively disseminate IoT security
assistance to various key users of the IoT ecosystems in an understandable and
actionable manner to provide better IoT security guarantees?

We present CHATIOT, an LLM-based IoT security assistant augmented with
external information retrieval, to answer this question affirmatively. On the
paradigm of RAG, we design CHATIOT by combining the advanced language
understanding and reasoning capabilities of LLM with fast-evolving IoT security-
specific information to generate reliable, relevant, and technical answers. To handle
heterogeneous datasets, we have developed an end-to-end data processing toolkit
that integrates a range of existing technologies, enabling the conversion of diverse
data formats into retrievable documents and optimizing chunking strategies to
improve retrieval performance. Besides, we define several use-case specifications
and provide users’ background to enable role-query aware retriever selection and
LLM generation. In summary, CHATIOT offers the following contributions:

— LLM-based Adaptive Retrieval & Generation. To accommodate the
needs of diverse users, we propose user role-aware self-querying retrieval and
LLM generation mechanisms. Consequently, our CHATIOT is able to i) dynam-
ically activate different retrievers based on the user’s background and query
context, and ii) align generated outputs with the user’s expertise level.

— Data processing toolkit. We design toolkit DataKit to handle datasets in
diverse formats. Our toolkit first parses the raw data and converts the parsed
contents into text. Notably, we utilize LLM to i) select the appropriate content
for page content and metadata of documents, and ii) process the multimodal
contents, such as figures, tables, and codes, into text. We integrate Ragas [20]
to optimize chunking strategy, including splitter methods and chunk sizes.
We integrate these technologies from existing works as an end-to-end data
processing toolkit, which might be of independent interest.

S https://openai.com/api/pricing/
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— Implementation & Evaluation. We implement a prototype of CHATIOT and
define five use cases. For each case, we specify the user’s background in terms of
knowledge, goals, and requirements to guide the LLM in generating answers that
are not only reliable, relevant, and technical but also user-friendly. Extensive
evaluations show the improvements achieved by CHATIOT. Specifically, we
compare CHATIOT’s answers with those generated directly from LLaMA3,
LLaMA3.1, and GPT-40 in terms of reliability, relevance, technical depth, and
user-friendliness. When evaluated with LLaMA3:70B, CHATIOT improves all
metrics by over 10% on average, particularly in relevance and technicality.
Human evaluations also confirm CHATIOT provides better answers.

Organization. We introduce the background in § 2. An overview of design goals
and system architecture is given in § 3. Our concrete design is illustrated in § 4.
We implement the prototype and perform experimental evaluations in § 5. Finally,
we summarize the related works in § 6 and conclude this work in § 7.

2 Background

2.1 IoT Threat Intelligence

IoT threat intelligence refers to the collected and analyzed data related to threats,
vulnerabilities, and attack patterns. The threat intelligence helps to monitor
and analyze threats specific to IoT ecosystems, including vulnerabilities [30],
communication protocols [19], malware [9], tactics, techniques, and procedures
(TTPs) [49], and [12,27,53]. Recent research has highlighted the importance of
IoT threat intelligence in identifying zero-day vulnerabilities [47] and mitigating
threats using collaborative defense mechanisms [7]. The dynamic and fast-evolving
nature of IoT systems, including both consumer and industrial settings, highlights
the need for up-to-date and automated threat intelligence solutions.

2.2 Large Language Models

Large Language Models (LLMs) are pre-trained on billions of available datasets.
Due to extensive training data, LLMs can be directly employed for many down-
stream tasks [10,32,44,59]. However, LLMs have certain limitations, particularly
when handling highly specialized or constantly evolving domains. Since the
training data does not always reflect the latest information, it may generate
incomplete or outdated responses for specific queries. RAG (21, 34] is a powerful
approach that combines the generative capabilities of LLMs with the latest ex-
ternal information retrieval. It augments LLMs by retrieving relevant, up-to-date
information from external databases or documents when generating. Therefore,
RAG enhances the performance of LLMs on tasks that require both advanced
language understanding, reasoning, and up-to-date information.

3 Overview

We introduce our design goals (§ 3.1) and then present system architecture (§ 3.2).
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Fig. 1: System architecture of CHATIOT: (I) DataKit processes IoT security
datasets from various formats to documents for building retrievers. 2) IoT-RG
provides an interface for submitting the query and retrieves relevant documents
adaptively: i) Select activated retrievers, and ii) Activated self-querying R;s
retrieve similar documents and filter out unsatisfied ones based on metadata. (3)
LLM will synthesize all information to generate answer.

3.1 Design Goals

CHATIOT is equipped with the following features:

— G-@: Coping with the rapid evolution of IoT threat intelligence.
CHATIOT is designed to stay up-to-date with the rapidly evolving IoT threat
intelligence. By combining the advanced capabilities of LLMs with external
information retrieval, it is enhanced by the latest IoT threat information, such
as new vulnerabilities, to deliver timely and technical insights.

— G-(2): Filtering relevant information. To prevent information overload,
CHATIOT uses advanced retrieval and filtering techniques to prioritize impor-
tant, highly relevant information while discarding irrelevant data. This ensures
that CHATIOT generates actionable intelligence while avoiding overlooking
critical information and filtering out unnecessary data.

— G-(3): Tailored for different user types. CHATIOT guides its generated
answers based on the users’ roles and their corresponding backgrounds. This
allows user to get insights or solutions that are relevant, understandable, and
actionable based on specific requirements and expertise level.

3.2 System Architecture

As illustrated in Figure 1, we designed CHATIOT with two modules: the data
processing toolkit, named DataKit, and our LLM-based adaptive retrieval and
generation system, abbreviated as IoT-RG, to achieve our goals:

— Data Processing. First, we integrate a variety of technologies to build our
end-to-end data processing toolkit DataKit. It can convert the collected
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Table 1: Selector configurations {S;}? ; generated by LLaMA3:8B for user roles
and example queries. ¢ indicates True and X is for False.

Role ‘ Example Query ‘51 Sy 8384 S5

Consumer ‘ Is it secure to use Signify Smart Lighting in home? ‘t/ Xv X v
Security Analyst‘ Conduct a security assessment for TP-Link AX6000 Wi-Fi Router. ‘I/ Vv XX
Technical Ofﬁcer‘Check TTPs and security labeling of company’s TP-Link WiFi Routers.‘ Vv xXvyv

Developer ‘ Develop a security roadmap for the next generation of Wi-Fi routers. ‘V Xv X v

Trainer ‘ Explain the importance of cybersecurity labeling for smart locks. ‘V X X Xv

IoT threat datasets of various formats into documents, which are suitable for
retrieval and LLMs processing. For each dataset, it extracts specific content
for page content and metadata for documents, and a corresponding retriever
is subsequently constructed. DataKit ensures CHATIOT can keep up with the
rapid evolution of IoT threat intelligence (G-(D)).

— Adaptive Retrieval. Second, we achieve adaptive retrieval through Selector
and Self-Querying mechanisms. With query @, the Selector will invoke the
equipped LLMs to generate a configuration that determines which retrievers
to activate. Once the configuration and query are passed to the retrievers,
IoT-RG executes the activated self-querying retrievers to get highly relevant
documents while filtering out irrelevant ones. This approach prevents overload,
ensuring that only relevant and important documents will be utilized (G-(2)).

— Guided Generation. Finally, IoT-RG synthesizes the user’s background,
@, and retrieved documents to instruct the LLMs to generate answers. In
this way, the answers are generated not only based on the advanced language
understanding capabilities of LLMs and the retrieved IoT security-related
information, but also aligned with the user’s background (G-(3)).

4 Design of CHATIOT

We first construct our IoT-RG in § 4.1, followed by the data processing toolkit
in § 4.2. Finally, we present the use case specifications in § 4.3.

4.1 Construction of IoT-RG

IoT-RG consists of Adaptive Retrieval and Guided Generation as Figure 1.

Adaptive Retrieval Recall that we have multiple retrievers, each dedicated to
retrieving documents generated from a specific dataset. We achieve an adaptive
retrieval mechanism that works in two aspects: 1) selecting which retrievers should
be activated and ii) trying to retrieve only relevant documents while discarding
irrelevant ones, even for the activated retrievers.

Design of Selector. When user role submits a query @, a straightforward and
static approach is to @ to all retrievers and gather retrieved documents from
them. However, this method has the following drawbacks: i) Irrelevant Retrievers.
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vulns_metadata_field_info = [
AttributeInfo(
name = "products",
description = "Products affected by vulnerability.",
type = "string or list[string]",
AttributeInfo(
name = "id",

description = "Entry ID in VARIoT vulnerability.",
type = "string",
)
]
vulns_examples = [
(

"Is it secure to use TP-Link router?",

{
"query": "vulnerability about TP-Link router",
"filter": "contain(\"products\", \"TP-Link router\")",
"limit": 5

},

),
(
"Provide the vulnerability with ID VAR-201810-0092.",

{
"query": "vulnerability with ID VAR-201810-0092",
"filter": "eq(\"id\", \"VAR-201810-0092\")",
"limit": 1

15

),
]

Fig. 3: Metadata fields information and examples for self-querying retriever
corresponding to VARIoT vulnerabilities dataset.

Documents of some retrievers may not be relevant to the query. Retrieving them
not only fails to improve the quality of the generated answer but may even
negatively affect it. ii) Resource Costs. Retrieving unnecessary retrievers leads
to increased resource costs, such as computational overhead, during both the
retrieval and generation processes.

To address these issues, we propose an -

LLM-based role-aware adaptive Selector. As G ‘S'Smprymgf‘ """ 1
shown in Figure 1, we put the user Role with g% . mll

the background, the query @, and the de- = s s
scriptions of all retrievers as Selector Prompt ; o~ e
(SPT) and input SPT to an LLM M, which e oy T 3 s
generates {S;}",, where S; = True im- f o .
plies that the retriever R; should be acti- ; Q“ew’v

vated, and False indicates not. In Table 1, Q0 .;’;53?;?0

we present the configurations generated by e ey
LLaMAZ3:8B for some example queries. - J

Self-Querying Retrievers. The activated Fig. 2: Self-querying retriever. S; =
retrievers may return information that does True: retrieving documents seman-
not meet requirements, e.g., mismatch id tically similar to Q and filtered by
and products, so we leverage self-querying metadata.

technique to filter documents by metadata.
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# Submitted user role and query
User Role = 'Security Analyst';
Query = 'What are security issues with DLink DCS-942 camera?';

# Generated query and filter for VARIoT vulnerabilities
INFO:langchain.retrievers.self_query.base: Generated Query:
query = 'security issues with DLink DCS-942 camera'
filter = Comparison(
comparator=<Comparator.CONTAIN: 'contain'>, attribute='products', value='DLink DCS-942
< camera'
)
# Generated query and filter for CLS
INFO:langchain.retrievers.self_query.base: Generated Query:
query = 'security issues with DLink DCS-942 camera'
filter = Operation(operator=<Operator.AND: 'and'>,
arguments=[
Comparison(comparator=<Comparator.CONTAIN: 'contain'>, attribute='manufacturer',
< value='DLink'),
Comparison(comparator=<Comparator.CONTAIN: 'contain'>, attribute='Model',
— value='DCS-942"')

Fig.4: Generated queries and filters for VARIoT vulnerabilities and CLS for
"What are the security issues with DLink DCS-942 camera?" by Security Analyst.

As Figure 2, self-querying retriever is composed of a Query Constructor, Query
Translator, Search Params, and VectorStore. When query @ is passed to Query
Constructor, LLM will generate internal query language elements based on pre-
defined metadata_ field information and metadata_examples. Query Translator
converts these elements into a structured query with appropriate filters. Finally,
the structured query and search parameters are applied to Vector Store to retrieve
documents. To specialize the self-querying retriever for IoT security, we conducts:

® Metadata & Examples. We provide the metadata field and examples from
relevant datasets. For instance, in the VARIoT vulnerabilities, fields id and
products are utilized as metadata. The corresponding metadata_ field info and
examples are illustrated in Figure 3 (c.f. Appendix C for others). This ensures
the LLM can gain the necessary IoT security-specific knowledge to generate
effective internal query language elements from the user’s query.

@ Create Structured Queries. Based on the above customized internal query
language elements, Query Translator can create specific structured queries
for each retriever. Figure 4 shows how to enable the retrieval of VARIoT
vulnerabilities and CLS lists that are both semantically similar to the query
and appropriately filtered by their respective metadata.

Guided Generation After retrieval, one direct step is feeding the retrieved
documents and query to LLM to generate the answer. However, this simple
approach is likely to result in user-unfriendly outputs. For example, consumers
often lack the expertise needed to fully comprehend highly technical content.
To address this issue, we incorporate user-specific backgrounds, including
knowledge, goals, and requirements, into each user type’s user-friendly prompt
template UPT. This adjustment guides LLM in generating role-aware answers
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Algorithm 1 IoT-RG

Require: User role, query @), large language model M, and retrievers {R;}7 ;.
Ensure: Generated answer A.
1: > Procedure of Selector:
2: Set prompt SPT = (Task, role, @, {R;}!_,), where role includes user’s back-
ground implicitly and R; indicates its description here.

3: Inputting SPT to M and get {S;}7; = M(SPT), where S; € {True, False}.
4: > Procedure of Self-Querying Retrieval:

5 foralli=1,...,n do

6: if S; = True then

7 Execute self-querying retriever R; and get documents D; = R;(Q)

8: else

9: Set D; = NULL.

10:  end if

11: end for

12: > Procedure of Guided Generation:
13: Set prompt UPT = (Task, role, @, {D;}1_;)
14: return A = M(UPT).

("Knowledge": "The consumer may not have formal technical training but are familiar with using\
IoT devices for daily convenience such as smart home systems. The consumer has a basic under-
standing of device operation but may not be aware of the intricate security risks that exist."

"Goals": "The primary aim is to understand whether a device is secure and how to maintain or
improve its security, ensure safety, security, and reliability of IoT devices within their homes or
personal environments."

"Requirements": "The answers should be practical, easy to follow, and focused on actionable
Lstcps the general user can take."

Fig. 5: The background for consumer utilized to guide the CHATIOT.

tailored to the user’s needs. The specific background for the general consumer is
shown in Figure 5, demonstrating how we simplify content for easy understanding.
The background specifications of other user types can be referred to Appendix B.
Formally, we summarize and show the workflow of IoT-RG in Algorithm 1.

4.2 Data Processing Toolkit

The raw data of the collected datasets are of different formats, e.g., PDF and
JSON. These formats are not suitable for RAG processing directly, and thus we
develop our end-to-end data processing DataKitas Figure 6:

® Parse Raw Data. The initial step involves parsing raw data into distinct
content elements such as text, tables, figures, and code. Leveraging existing
tools like the unstructured library” helps in extracting textual content from
threat reports, while JSON library® is useful for handling structured data from
sources like VARIoT and MITRE ATT&CK.

" https://pypi.org/project/unstructured/
® https://python.readthedocs.io/en/v2.7.2/1library/json.html
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Prompt Template

You are a helpful IoT Security Expert | , Page_Content -
Assistant i &Metadata i
x;. = Task: List the respective fields i H
VA@' 0 T "'“E” suitable for Page_Content (for 2 H H
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Fig.6: The construction of data processing toolkit DataKit. After datasets
collection, DataKit first parses the raw data to get elements of multi-modal
(step (D), and then converts the multi-modal elements into text by utilizing LLM
(step @). Finally, DataKit uses LLM to select fields for the page content and
metadata of documents (step (3)), and optimizes the chunking strategy (step ().

@ Convert Multi-Modal Elements to Text. Once parsed, any multi-modal
elements (e.g., tables, figures, code) must be converted into text descriptions
for further processing. LLMs like LLaVA (for images) [35-37], LLaMA3:8B
(for tables), and CodeLlama (for code) [46] are employed to generate these
descriptions. This modular approach allows for easy integration of other LLMs
to handle different types of multi-modal content.

® Field Selection for Page Content & Metadata. In structured formats
like JSON, content is often stored across multiple fields. Instead of using all
fields, it is crucial to identify and utilize the most relevant ones for retrievers.
This is done by sampling example items from each field and using an LLM (e.g.,
LLaMAZ3:8B) to intelligently select fields that best represent the document’s
page content and metadata, and the prompt is shown in Figure 6. The selected
fields for page content and metadata of each dataset are shown in § 5.2.

@ Optimize Chunking Strategy. The final step involves selecting an appro-
priate chunking strategy, including the chunking size, overlap, and splitting
method. The Ragas library [20] is used to optimize this process, and the details
are shown in algorithm 2.

Using the optimized chunking strategy, we split the documents into small
chunks and use the all-MiniLM model for chunked text embedding. The documents
are composed of chunked text, embedding, and metadata. This approach ensures
that the IoT security and threat datasets are processed efficiently and ready for
further analysis or use in LLM.

Remark 1. These tools are well-established and widely-used in their respective
domains”, we foucs on putting them all together to develop an end-to-end
data processing toolkit, which might be of independent interest and useful
in practical applications. Also, as these tools are combined modularly, any
future advancements can be integrated easily. Manual downloading is a minor

9 Their detailed performance evaluations can be accessed on the Internet easily.
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Algorithm 2 Optimize Chunking Strategy

Require: Documents D, chunking sizes, overlaps, and splitters functions,
metrics = [precision,recall], and LLM M.
Ensure: Optimized (size*, overlap*, splitter®).

1: for all splitter € splitters do
2:  for all size € chunk _sizes do
3: for all overlap € overlaps do
4: if overlap < size then
5: > Split D as small chunks:
6: {d;}i = splitter(D, size, overlap).
7 (p, ) = Ragas.evaluate({d; };, M, metrics).
8: else
9: break. > Go to next chunk size.
10: end if
11: end for
12:  end for
13: end for
14: return chunking (size*, overlap*, splitter*) with a optimized trade-off be-

tween (p, 7).

( 0
"User Role": {
"description": "Role of the user, such as Consumer.",
"type": "enum string"
"Background": {
"description": "Specifies the knowledge, goals, and requirements of user.",
"type": "enum string”
"Actions": {
"description": "Tasks the user can perform.”,
"type": "list of strings”
"Example Query": {
"description": "Provides a sample question/query.",
"type": "string"
\} J

Fig. 7: Use case specializations. We define role, goal, actions, and example query.

implementation issue that can be easily resolved, i.e., using API. Moreover, while
some IoT datasets are publicly available, they require API keys to access and
responses are often paginated (e.g., 10 records per call [30]). So, this problem
can be accepted in a prototype of concept (PoC) and collaboration with data
providers is essential for updating CHATIOT from a PoC to a practical application.

4.3 Use Cases Specialization

In this section, we define five specialized use cases of CHATIOT. Each use case is
defined by four fundamental properties: User Role, Background, Actions, and
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Table 2: Actions and example query for each kind of user role in CHATIOT.

Role ‘ Actions ‘ Example Query
Consumer|i) Assess the security of IoT devices before purchase or installation; Is it secure to use Signify
ii) Monitor ongoing security status and updates for existing devices; Smart Lighting in home?
iii) Make informed decisions based on security reports provided by CHATIOT.

Security |i) Identify and evaluate security threats and vulnerabilities in IoT devices; Conduct a security assess-
Analyst i) Recommend mitigation strategies based on threat intelligence and analysis;|ment for TP-Link AX6000
iii) Provide detailed security reports to stakeholders. 'Wi-Fi 6 Router.
Technical|i) Ensure that IoT devices are deployed securely and operate within compliance|Check the security label-
Officer  |guidelines; ing of the company’s WiFi

ii) Oversee the application of security updates and patches; Routers, including TP-

iii) Monitor the security posture of the IoT ecosystem within their organization.|Link, D-Link, and ASUS
in Singapore.

Developer|i) Design and develop secure IoT products by adhering to best practices and|Develop a security en-

security standards; hancement roadmap for
ii) Continuously update products to address new vulnerabilities and threats; |the next generation of TP-
iii) Provide accurate security documentation and updates to customers. Link Wi-Fi routers.
Trainer |i) Develop and deliver training programs on IoT security; Explain the importance of
ii) Guide users and organizations on how to secure IoT devices and respond to|cybersecurity labeling for
incidents; smart locks like the August

iii) Provide up-to-date information on IoT security trends and best practices. |Smart Lock.

Ezxample Query, within the IoT security domain. The detailed specifications are
illustrated in Figure 7. The roles include Consumer, Security Analyst, Technical
Officer, Developer, and Trainer.

Recall that we have discussed background in § 4.1. Table 2 highlights the
key actions associated with each user role, such as assessing the security of IoT
devices, deploying security patches, or developing training programs on IoT
security. Additionally, it provides example queries for each role, demonstrating
how CHATIOT can be utilized to address the unique needs of various users.
This structured approach ensures that CHATIOT caters to a diverse range of
users, offering tailored assistance and enhancing IoT security management across
different scenarios. Note that while we provide five use cases, they are not rigid or
fixed. The use cases can be easily extended by defining new user roles, specifying
the background (including knowledge, goals, and requirements), and outlining
actions. Example queries can also be added to further clarify the context and
functionality.

5 Experimental Evaluation

We implement CHATIOT and study the effectiveness of CHATIOT, and answer
the following questions:

— Q1: How does DataKit extract appropriate field selection from IoT threat
datasets and convert them into well-structured documents for retrieval and
LLM analysis? What are the optimal chunking strategies? (§ 5.2)

— Q2: What are the advantages of our system? Can CHATIOT effectively gener-
alize and improve the capabilities of the most advanced LLMs available for
ToT security? (§ 5.3)
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— Q3: Can CHATIOT be an useful IoT assistant over LLM alone? How about
the human evaluation? (§ 5.4)

5.1 Setup

Testbed. We implement CHATIOT in Python 3.10.13, utilizing large language
models LLaMA3:8B & 70B and LLaMA3.1:8B & 70B provided by Groq'?, GPT-
4o0-mini and 4o provided by OpenAI''. All these LLMs are utilized by calling
their APIs. For building the vector store, we employed Elasticsearch 8.13.2 [1],
running on Docker Desktop 4.29.0 [2]. All components were integrated using
the LangChain library (version 0.2.5) [3]. The WebApp was developed using
Streamlit (version 1.33.0) [4]. Experiments were conducted on a MacBook Pro
equipped with an Apple M3 Pro CPU (11 cores) and 18 GB of RAM, running
macOS 14.6.1 with the Darwin 23.6.0 kernel.

Data Sources. We collect five kinds of IoT security and threat datasets from
the public Internet:

— VARIoT vulnerabilities [30]: This dataset catalogs known vulnerabilities in
various IoT devices, offering detailed information about the potential risks
associated with each vulnerability.

— VARIoT exploits [30]: This dataset contains exploits targeting IoT devices,
providing insights into the techniques and methods attackers use to compromise
these systems.

— MITRE ATT&CK ICS TTPs [49]: This dataset outlines the tactics, techniques,
and procedures (TTPs) employed by adversaries specifically in industrial
control systems (ICS), which often include IoT-related TTPs as well.

— Threat reports: We collect 17 public threat reports from VXUG!? about
emerging threats and vulnerabilities, offering analysis and recommendations
for mitigating risks.

— Cybersecurity labelling schemes!'? 14 15 16: These schemes provide informa-
tion on the security posture of various IoT products, helping consumers and
organizations assess the security standards and certifications of specific devices.

Remark 2. The datasets are from authoritative and widely recognized cybersecu-
rity repositories, such as VarloT Vulnerabilities and Exploits, MITRE ATT&CK,
and Singapore’s Cybersecurity labelling schemes, which maintain well-established
curation and verification workflows. These include expert-reviewed vulnerability
submissions, standardized CVSS scoring procedures, cross-referencing among
multiple reporting channels, and continuous update processes to correct errors.
Moreover, we perform additional data-cleaning steps, including deduplication and
removal of incomplete records, to ensure reliable and high-quality IoT datasets.

10 https://chat.groq.com/

" https://platform.openai.com/docs/models/gpt-4o

2 https://vx-underground.org/

13 https://www.csa.gov.sg/our-programmes/certification-and-labelling-schemes
M https://tietoturvamerkki.fi/en/products

5 https://www.nemko.com

16 https://nvlpubs.nist.gov/nistpubs/CSWP/NIST.CSWP.02042022-2. pdf
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Table 3: LLMs-based selected fields for page content and metadata.

Dataset Page Content Metadata
VARIoT Vulns. title, description id, products
VARIoT Exps. |title, description, exploit|id, products

ICS name, description stixId
Threat Report Report’s content title
CLS NULL A1l Fields

5.2 Fields Selection & Chunking Strategy

This section shows the experimental evaluation for field selection and chunking
strategy optimization.

Fields for Page Content & Metadata Recall that for each dataset, we
should first determine the fields for page content and metadata for documents
before building self-querying retrievers (see § 4.2). For each dataset, we sample 3
items, list the fields’ names, and instruct the LLM to select the suitable fields.
The results are as follows:

— We use three LLMs: LLaMA3:8B, LLaMA3.1:70B, and GPT4-o0, to select
fields for VARIoT vulnerabilities, exploits, and MITRE ATT&CK ICS. The
experimental results are summarized in Appendix C. While there are slight
variations in their selections, there is consensus on the crucial decisions: For
instance, in the case of the VARIoT vulnerabilities, all LLMs select title and
description for page content, and id and products for metadata. Similar
selections are observed for the VARIoT exploits and MITRE ATT&CK ICS.

— For threat reports, which are typically unstructured, we use the report’s content
as page content and the title as metadata (Note we do not use self-querying
retrieval for threat reports). The CLS schemes consist solely of metadata
with no descriptive content, so we leave page content blank and utilize the
metadata for self-querying retrievers. Table 3 shows the selected fields.

)

Chunking Evaluation To optimize the chunking strategy for documents
page_content, we utilize Ragas library [20] in conjunction with all-MiniLM!7 (for
embedding) and LLaMA3:8B (for evaluation) to search most suitable chunking
size, overlap, and splitting method for each dataset. We use content precision
and recall as key metrics:

— Precision measures whether all relevant items retrieved by the model are ranked
higher than the irrelevant items;

'7 https://ollama.com/library/all-minilm
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Table 4: Optimized chunking strategy for VARIoT vulnerabilities, exploits, ICS,
and threat reports. RecurChar is short for RecursiveCharacter.

Dataset ‘ Size Overlap Splitter Method

VARIoT Vulns. | 500 100 RecurChar
VARIoT Exps. [1000 150 TokenText

ICs 1000 200 Character
Threat Reports| 500 200 TokenText

— Recall measures how much of relevant content is retrieved based on annotated
answers and the retrieved context.

Both precision and recall are evaluated within the range [0, 1], where a higher score
indicates better performance. As the datasets contain a huge number of samples,
for practical efficiency, we select a subset of 1,000 samples from each dataset
except threat reports'®, generate a testset of 50 items, and conduct evaluations
based on the subset and testset. This might not result in the optimal chunking
size, overlap, and splitter method, but is enough to get a reasonable and useful
chunking strategy for our practical applications. As shown in Table 6, we test the
following commonly used configurations: 1) chunk sizes: {500, 1000, 1500, 2000}; 2)
overlaps: {50,100, 150, 200}; 3) splitters: Character, RecursiveCharacter, and
TokenText. Our objective is to achieve high precision and recall simultaneously,
ensuring that the system retrieves as many relevant documents as possible while
minimizing irrelevant content. From the experimental results in Table 6 (c.f.
Appendix A), it is easy to see that using the RecursiveCharacter splitter with
a chunk size of 500 and an overlap of 100 is the most effective strategy for the
VARIoT vulnerabilities, offering the best trade-off between precision and recall.
Similarly, we can choose the suitable chunking strategies for VARIoT exploits,
MITRE ATT&CK ICS, and threat reports. The details are illustrated in Table 4.

5.3 LLMs-based Evaluation of Qutputs

As there is no public Question-Answer dataset about IoT security and threat
intelligence, we synthesize 50 common IoT security-related questions (10 questions
for each kind of user). The synthetic role-based questions are constructed from
classic TIoT threat scenarios reports (e.g., VXUG), device-specific vulnerabilities
and attacks from authoritative repositories such as MITRE ATT&CK, and
common loT requirements for each user role derived from our survey, ensuring
that the questions are realistic, representative, and role-appropriate.

To evaluate our improvements, we compare CHATIOT’s outputs with the
answers generated by the underlying LLM alone (denoted as LLM-A), which is
not equipped with our IoT data sources. For automatic evaluation, we employ
another LLM as the evaluator and measure the output quality using four key
metrics: Reliability, Relevance, Technical, and Friendliness:

18 We use all collected threat reports for generating testset and evaluation.
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(Task: You are an expert IoT security assistant. Your task is to evaluate the answers to a ques—\
tion posed by a user with {role};

Background: The background of {role} is {background};
Question: {question};

Answers:

1. CuarloT _answer: {CHATIOT answer};
2. LLM-A answer: {LLM-A answer};

Instructions:

— Criteria: {The descriptions about Reliability, Relevance, Technical, and User-friendliness.}

— Score: i) Provide a score for each answer across the five metrics above. Scores should range
from 0 to 5, with 5 being the highest and 0 being the lowest. ii) Scores should reflect how
well each answer meets the criteria, particularly in alignment with the user role’s background
and needs.

— Output Format: i) Present a table that includes the names of all answers and their scores
for each metric. You can score differently for different metrics. ii) Give explanations for

\__ scores. )

Fig. 8: The prompt template for LLM-based evaluation of outputs. We provide
the role and background of the user, instructions about the criteria and score for
mitigating bias in LLM-based evaluation.

— Reliability: The trustworthiness and reliability of each answer, ensuring it is
plausible and aligns with known IoT best practices and standards.

— Relevance: Assess how well the answer addresses the specific question and
meets the user’s needs, considering their role and context in the IoT ecosystem.

— Technical: Judge the appropriateness and precision of technical language,
including IoT research, standards, protocols, and relevant technical aspects.
Ensure the answer demonstrates a solid understanding of IoT technologies.

— Friendliness: Measure how easy the answer is to comprehend, focusing on
clarity and whether the answer provides actionable steps/solutions or not.

All scores are in [0, 5], where 5 is the highest. Among these metrics, Relevance
aligns with standard RAG evaluation criteria. We introduce Reliability and
Technical as domain-specific extensions tailored to IoT security, and Friendliness
as an additional dimension for assessing user role-aware generation. For each
question, the answers generated by CHATIOT and the corresponding LLM-A are
inputted into the evaluator simultaneously.

We develop six versions of CHATIOT using LLaMA3:8B, LLaMA3.1:8B,
LLaMA3.1:70B, GPT-40-mini, GPT-40, and DeepSeek-R1 to cover a broad range
of model capabilities and sizes. We include both open-source models (LLaMA
series and DeepSeek-R1) and closed-source models (GPT-40-mini, GPT-40),
which provide varying levels of reasoning ability and context-handling strength.
We use LLaMA3.1:70B as the evaluator due to its strong instruction-following
ability and high-quality reasoning. The prompt for evaluation is shown in Figure 8.
The above settings ensure that all generated answers are evaluated within the
same internal state of the evaluator, a.k.a., LLaMA3:70B, which reduces the
impact of LLM randomness and enables fair comparisons between i) CHATIOT
and LLM-A with the same LLM and ii) CHATIOT versions with different LLMs
as much as possible.
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Table 5: Comparison of CHATIOT with LLM alone method (LLM-A). The
experimental results are for the most advanced LLMs LLaMA3.1:70B, GPT-4o,
and DeepSeek-R1. We use LLaMA3:70B as the evaluator for all experiments.

Role Metric LLaMA3.1:70B GPT-40 DeepSeek-R1

CuarloT LLM-A| CuatloT LLM-A| CHATIOT LLM-A

Reliability [4.40 (+0.70) 3.70 |4.55 (+0.55) 4.00 [4.90 (+0.98) 3.92

Consumer Relevance [4.90 (+0.90) 4.00 |4.85 (+0.75) 4.10 |4.98 (+1.03) 3.95

Technical [4.50 (+0.70) 3.80 |4.40 (4+0.25) 4.15 [4.94 (+0.90) 4.04

Friendliness|4.70 (+1.00) 3.70 |4.80 (4+0.75) 4.05 |4.40 (+0.98) 3.42

Reliability [4.70 (+0.65) 4.05 [4.80 (+1.29) 3.51 [4.80 (+0.72) 4.08

Security Analyst Relevance [4.93 (+0.81) 4.12 |4.83 (+1.18) 3.65 [4.92 (+0.72) 4.20

- Technical [4.82 (+0.84) 3.98 |4.83 (+1.18) 3.65 [4.96 (+0.72) 4.24

Friendliness|4.09 (+0.80) 3.29 |4.14 (+0.61) 3.45 |4.47 (+0.71) 3.76

Reliability |4.45 (+0.37) 4.08 [4.85 (+0.61) 4.24 |5.00 (+1.10) 3.90

Technical Officer Relevance [4.71 (+0.51) 4.20 |4.88 (+0.63) 4.25 |[5.00 (+1.10) 3.90

Technical [4.55 (+0.31) 4.24 |4.88 (+0.65) 4.23 [5.00 (+1.00) 4.00

Friendliness|4.13 (+0.27) 3.86 |4.49 (+0.61) 3.88 |4.30 (+1.00) 3.30

Reliability {4.35 (—0.14) 4.49 [4.75 (+0.93) 3.82 |4.95 (+1.03) 3.92

Developer Relevance [4.54 (+0.02) 4.52 |4.81 (+0.97) 3.84 [4.98 (+0.93) 4.05

Technical [4.52 (+0.02) 4.52 |4.86 (+0.87) 3.99 [4.99 (+0.93) 4.06

Friendliness|3.96 (—0.24) 4.30 |4.11 (+0.63) 3.48 |4.12 (+1.02) 3.10

Reliability {4.30 (—0.31) 4.61 [4.40 (+0.17) 4.23 |4.50 (+0.30) 4.20

Trainer Relevance [4.62 (—0.08) 4.70 |4.54 (+0.39) 4.15 |4.80 (+0.30) 4.50

Technical [4.31 (—0.23) 4.54 |4.53 (+0.21) 4.32 [4.90 (+0.50) 4.40

Friendliness|4.25 (—0.40) 4.65 |4.46 (+0.22) 4.24 |4.60 (+0.30) 4.30

Table 5 presents the results for more advanced LLMs: LLaMA3.1:70B, GPT-
4o, and DeepSeek-R1, and computes our improved scores over LLM-A. From
these results, several key observations can be made:

— CHATIOT significantly enhances the moderate LLM’s performance in the IoT
security domain. As shown in Table 5, CHATIOT achieves higher scores across
most metrics for use cases Consumer, Security Analyst, Technical Officer,
and Developer. This is expected, as CHATIOT integrates domain-specific IoT
security knowledge, e.g., vulnerabilities, and tailors responses to be more
user-friendly and relevant.

— However, CHATIOT does not always outperform the baseline LLMs. Taking the
use case Trainer, when using LLaMA series models, CHATIOT even performs
slightly worse; when using GPT-40(-mini) and DeepSeek-R1, the improvements
achieved by CHATIOT are much less than the other cases. This is likely due to
the external data introduced in CHATIOT focusing mainly on vulnerabilities,
exploits, and TTPs, while lacking sufficient information on course training
materials. So, CHATIOT excels at producing technical and security-centric
content over broader aspects like training programs.

The above analysis also highlights the importance of incorporating external
knowledge to bolster LLMs in specialized domains. Fortunately, additional infor-
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mation, such as training materials, can easily be integrated into CHATIOT using
our DataKit toolkit.

5.4 Analysis of Human Evaluation

We recruit 13 participants for each 100 P
of the five user roles defined. Par- AN G
ticipants were selected from non- 0 Juaid 7500%

=
o

technical officers, graduate students,
academic researchers, and our in-
dustry partners, aligned with the
expertise spectrum of the five roles
(c.f. Appendix B for details). This re-
cruitment strategy ensures coverage
from non-technical users to domain
experts, matching the intended role- R v A e
aware design of our system. This ap- Fig. 9: Human evaluation of CHATIOT and
proach prioritizes practicality and LLM-A. The LLM is GPT-4o.
ecological validity, ensuring that our
evaluation aligns with how users interact with security tools in real-world settings.
By focusing on direct user preferences rather than rigid scoring, we aim to capture
the true utility of CHATIOTin assisting diverse users with IoT security tasks.
Figure 9 presents the results of human evaluations comparing CHATIOT with
GPT-40, noting that CHATIOT is built on top of GPT-40 in this experiment.
From the experimental results, it is clear that CHATIOT consistently outper-
forms GPT-40 across all use cases. This aligns with expectations, as CHATIOT
integrates additional IoT-specific intelligence into the LLM. Notably, CHATIOT
demonstrates the greatest improvement for Security Analyst and the least for
Technical Officer. The former result aligns with Table 5, where the comparison
for Security Analyst shows the most significant difference. While Table 5 suggests
that the least improvement is for Trainer, the human evaluation indicates that
Technical Officer experiences the smallest gains because: i) The improvements for
Technical Officer, though better than those for Trainer, particularly in top metric
scores, may not be as easily discernible to humans as other use cases, making it
harder for them to identify notable differences; ii) The Q&A tasks for Technical
Officer are generally more complex and technical than Trainer, making it easier
to select a better answer in Trainer case.
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Remark 3. We acknowledge that LLM-based evaluation and Q&A survey may
have inherent biases, as i) it is impossible to cover all LLMs and use cases.
ii) participants’ prior knowledge and personal preferences may also influence
the results. We have made a strong effort to mitigate these biases by selecting
representative LLMs, designing role-aware prompt templates that adapt to user
backgrounds, and curating common and representative Q&A pairs for evaluation
among users of diverse backgrounds. We believe this approach adequately reflects
the improvements achieved.
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5.5 Empirical Comparison to Vanilla RAG

Vanilla RAG typically relies on fixed, dense retrievers and does not support user
role-aware generation, whereas CHATIOT introduces both adaptive retrieval and
role-conditioned generation. Consequently, for a given query from a specific user,
CHATIOT activates only the necessary retrievers and generates outputs tailored
to the user’s IoT expertise.

In Figure 11 (Appendix D), we compare CHATIOT with vanilla RAG for the
query “Can you provide a WiF'i router with security CLS > 1%” by Consumer. The
vanilla RAG outputs unnecessary technical WiFi router vulnerabilities because it
indiscriminately activates all retrievers. In contrast, CHATIOT activates only the
CLS-related retrievers and returns the requested devices, better aligning with
the Consumer’s needs and expertise level.

6 Related Work

Internet of Things (IoT) has seen rapid advancements in recent years, becoming an
integral part of various domains, such as smart industries and homes, and serving
as a key enabler in modern society. However, IoT continues to face numerous
security challenges, prompting significant research efforts aimed at improving
IoT security. With the rise of artificial intelligence (AI), machine learning (ML)
and deep learning (DL)-based approaches have become increasingly popular
in designing defense mechanisms for IoT devices, including malicious traffic
classification [38,48], malware detection [11,13,52], vulnerability discovery [42],
and [8,43,51]. More recently, inspired by the success of large language models
(LLMs), researchers have begun exploring the potential of LLMs to enhance
ToT-related security tasks. For instance, LLMs have been applied to existing
IoT security challenges such as threat detection and fuzzing. Ferrag et al. [22]
introduced a BERT-based model, SecurityBERT, to achieve better cyber threat
detection accuracy over traditional ML and DL-based methods. Similarly, Ma
et al. [39] and Wang et al. [54] proposed LLM-assisted fuzzing methods to uncover
hidden bugs in IoT devices, enabling the detection of complex vulnerabilities
that traditional techniques might miss. Additionally, Yang et al. [58] combined
LLMs with static code analysis using prompt engineering to create a cost-effective
solution for IoT vulnerability detection. [31] collected cybersecurity raw texts
to train cybersecurity LLM to augment the analysis of cybersecurity events,
and [26] made use of a larger LLM to build knowledge graphs from public
threat intelligence and use GPT to create datasets to fine-tune a smaller LLM to
extract entities and TTPs from attack description. Ferraris et al. [24] utilized
ChatGPT to enhance IoT trust semantics, aligning with W3C Web of Things
(WoT) recommendations to extend TrUStAPIS [23].

Beyond the above tasks, LLMs have been employed in other IoT challenges.
Meyuhas et al. [40] used LLMs to address labeling previously unseen IoT devices.
[14,45] explored leveraging LLMs to control IoT devices and facilitate effective
collaboration among them. Mo et al. [41] collected IoT sensor-natural language
paired data and trained IoT-LM to interpret and interact with physical IoT
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sensors. Xu et al. [57] employed ChatGPT to interpret IoT sensor data and reason
over tasks in the physical realm, introducing novel ways of integrating human
knowledge into cyber-physical systems. Recently, Deldari et al. [16] proposed
AuditNet, a conversational Al-based security assistant, which is most similar to
CHATIOT and also augmented by external knowledge. However, AuditNet focused
on standards, policies, and regulations of portable document format (PDF), and
aimed to reduce the manual effort of security experts involved in compliance
checks of ToT. Su et.al. [50] employed a hybrid RAG to improve their quality
and complete specific tasks in terms of healthcare data management. [18] fine-
tunes LLMs on cyber threat prediction to empower IoT security. [29] integrates
RAG in IoT orchestration to enhance automation efficiency, personalization,
and resilience. [28] leverage RAG to retrieve the specifications of individual IoT
devices, and then assess the suitability of each vulnerability assessment item
for every IoT device. On the other hand, we integrate IoT threat intelligence of
various sources into CHATIOT and can assist different users. Besides, we provide
an end-to-end toolkit to process data in various formats, including but not limited
to PDF, JSON, etc. In this way, CHATIOT aims to narrow the time gap between
emerging [oT security threats and broad, actionable responses.

Together, these studies indicate that LLMs have great potential to improve the
security of IoT systems in various domains. By integrating LLMs with IoT-specific
threat intelligence, these models can be guided to meet the unique challenges
posed by the IoT ecosystem.

7 Conclusion

We propose CHATIOT, an LLM-based IoT security assistant, and conduct exten-
sive evaluations on several common use cases. We leverage the advanced language
understanding and reasoning capabilities of LLM and IoT security and threat
information to provide IoT security assistance and develop an easy-to-use data
toolkit to process different kinds of IoT datasets. With our design, CHATIOT is
easily scalable to integrate different kinds of IoT security and threat intelligence.
For future work, we plan to develop fully automated data processing toolkits,
enhancing CHATIOT through LLM re-training/fine-tuning specifically for IoT
security, like Sec-Gemini v1, and integrate more advanced evaluation approaches.
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Chunking Strategies and LLMs-based Evaluation

Table 6 presents the chunking strategies experimental results and LLMs-based
evaluation results of are in Table 7.

B

Background Specifications and Participants

We present the background specifications for Security Analyst, Technical Officer,
Developer, and Trainer in Figure 10. And the description of participants in our
survey is as follows:

C

Consumers: non-technical officers and general users with limited security
background.

Security Analysts: graduate students and junior researchers with foundational
security knowledge.

Technical Officers: school and laboratory officers familiar with operational or
technical policy environments.

Developers: participants from our industry partners and research labs with
hands-on IoT/engineering experience.

Trainers: lab and industry practitioners involved in IoT security educa-
tion/outreach.

Field Selection, Metadata, and Examples

Table 8 shows the field selection of VARIoT Exploits and MITRE ATT&CK ICS.
The metadata information and examples for VATToT exploits, MITRE ATT&CK
ICS, and CLS are shown in Figure 12.
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Table 6: Context (precision, recall) of different chunking configurations for VAR~
IoT Vulnerabilities, Exploits, MITRE ATT&CK ICS, and Threat Reports. The
best (precision, recall) in our experimental settings are marked in bold.

VARIoT Vulnerabilities VARIoT Exploits

(Size, Overlap) ‘

Character RecurChar TokenText ‘ Character RecurChar TokenText
(500,50) (0.875, 0.906) (0.981, 0.898) (0.936, 0.896)](0.937, 0.903) (0.927, 0.922) (0.927, 0.896)
(500,100) (0.876, 0.921) (0.986, 0.973) (0.902, 0.925)((0.918, 0.902) (0.883, 0.908) (0.910, 0.935)
(500,150) (0.917, 0.909) (0.983, 0.955) (0.929, 0.917)|(0.918, 0.895) (0.912, 0.823) (0.924, 0.884)
(500,200) (0.929, 0.891) (0.913, 0.935) (0.937, 0.897)|(0.927, 0.913) (0.913, 0.867) (0.901, 0.955)
(1000,50) (0.905, 0.867) (0.955, 0.892) (0.915, 0.902)|(0.799, 0.898) (0.871, 0.811) (0.937, 0.920)
(1000,100) (0.883, 0.883) (0.923, 0.897) (0.888, 0.843)|(0.794, 0.908) (0.878, 0.753) (0.941, 0.920)
(1000,150) (0.891, 0.897) (0.916, 0.959) (0.892, 0.873)|(0.908, 0.751) (0.920, 0.722) (0.943, 0.941)
(1000,200) (0.891, 0.918) (0.913, 0.921) (0.899, 0.883)[(0.892, 0.846) (0.804, 0.864) (0.935, 0.925)
(1500,50) (0.895, 0.882) (0.893, 0.922) (0.918, 0.829)](0.851, 0.920) (0.922, 0.861) (0.917, 0.962)
(1500,100) (0.828, 0.881) (0.891, 0.913) (0.901, 0.831)((0.872, 0.862) (0.898, 0.904) (0.934, 0.923)
(1500,150) (0.894, 0.855) (0.913, 0.852) (0.891, 0.847)|(0.824, 0.904) (0.917, 0.898) (0.910, 0.943)
(1500,200) (0.842, 0.865) (0.922, 0.896) (0.901, 0.835)|(0.899, 0.845) (0.880, 0.934) (0.943, 0.913)
(2000,50) (0.929, 0.849) (0.913, 0.886) (0.899, 0.841)|(0.897, 0.896) (0.924, 0.934) (0.897, 0.943)
(2000,100) (0.903, 0.835) (0.886, 0.882) (0.879, 0.865)|(0.926, 0.893) (0.918, 0.932) (0.925, 0.918)
(2000,150) (0.913, 0.853) (0.861, 0.890) (0.916, 0.855)((0.863, 0.937) (0.912, 0.938) (0.938, 0.905)
(2000,200) (0.859, 0.881) (0.907, 0.906) (0.923, 0.831)((0.913, 0.915) (0.950, 0.929) (0.899, 0.954)
(si o lap) MITRE ATT&CK ICS Threat Report

1ze, Qverlap Character RecurChar TokenText Character RecurChar TokenText
(500,50) (0.923, 0.912)  (0.903, 0.922) (0.901, 0.918)|(0.842, 0.869) (0.867, 0.856) (0.925, 0.921)
(500,100) (0.918, 0.915) (0.893, 0.911) (0.880, 0.925)|(0.869, 0.890) (0.915, 0.853) (0.936, 0.942)
(500,150) (0.920, 0.916) (0.952, 0.888) (0.887, 0.932)|(0.862, 0.869) (0.930, 0.863) (0.880, 0.930)
(500,200) (0.918, 0.876) (0.902, 0.910) (0.929, 0.884)|(0.858, 0.864) (0.946, 0.860) (0.961, 0.948)

(1000,50) (0.954,
(1000,100) | (0.946,
(1000,150) | (0.962,
(1000,200) | (0.942,

905)  (0.927,
935)  (0.932,
922)  (0.901,
958) (0.923,

900) (0.887, 0.929)|(0.934, 0.915) (0.910, 0.925) (0.885, 0.858)
924) (0.889, 0.929)[(0.937, 0.900) (0.913, 0.921) (0.847, 0.833)
927) (0.870, 0.946) [ (0.923, 0.875) (0.920, 0.912) (0.844, 0.932)
886) (0.887, 0.929)|(0.894, 0.934) (0.944, 0.842) (0.782, 0.806)

(1500,50) (0.894, 0.898)  (0.905,

0.

0.

0.

o.

0. 922) (0.896, 0.925)](0.965, 0.812) (0.957, 0.866) (0.885, 0.781)
(1500,100) (0.917, 0.886) (0.925,

0.

0.

0.

0.

0.

0.

923) (0.924, 0.913)|(0.898, 0.888) (0.915, 0.918) (0.823, 0.907)
933) (0.922, 0.898)|(0.910, 0.862) (0.925, 0.883) (0.833, 0.849)
928) (0.884, 0.932)|(0.894, 0.934) (0.944, 0.842) (0.782, 0.806)

(1500,150) (0.918, 0.893) (0.923,
(1500,200) (0.913, 0.898) (0.911,

(2000,50) (0.912,
(2000,100) | (0.904,
(2000,150) | (0.906,
(2000,200) | (0.920,

880) (0.901,
886) (0.892,
908) (0.927,
891) (0.909,

901) (0.911, 0.901)|(0.791, 0.916) (0.872, 0.879) (0.832, 0.867)
904) (0.884, 0.935)|(0.871, 0.890) (0.797, 0.884) (0.913, 0.839)
899) (0.931, 0.888)|(0.929, 0.935) (0.872, 0.841) (0.903, 0.891)
891) (0.908, 0.904)|(0.925, 0.898) (0.870, 0.901) (0.891, 0.842)

OO0 | 0000 | 0000

Table 7: Comparison of CHATIOT with LLM alone method (LLM-A). The
experimental results are for moderate LLMs: LLaMA3:8B, LLaMA3.1:8B, and
GPT-40-mini. We use LLaMA3:70B as the evaluator for all experiments.

LLaMA3:8B LLaMA3.1:8B GPT-40-mini

Role ‘ Metric ‘ CuarloT LLM-A| CuatloT LLM-A| CuATIOT LLM-A
Reliability [4.10 (+0.11) 3.99 |4.50 (+0.80) 3.70 |4.70 (+0.80) 3.90
Consumor Relevance |4.90 (4+0.65) 4.25 [4.90 (+0.80) 4.10 |5.00 (+1.00) 4.00
Technical [4.50 (40.47) 4.03 [4.40 (+0.80) 3.60 |4.45 (+0.55) 3.90
Friendliness|4.30 (4+0.30) 4.00 [4.70 (+0.90) 3.80 [4.90 (+1.00) 3.90
Reliability [4.30 (+0.26) 4.04 |4.75 (+0.67) 4.08 |4.85 (+1.19) 3.66
) Relevance |4.63 (+0.33) 4.30 [4.95 (+0.87) 4.08 [4.91 (+1.21) 3.70
Security Analyst| 1 hnical [4.47 (40.23) 4.24 |4.78 (40.79) 3.99 |4.89 (+1.18) 3.71
Friendliness|4.04 (+0.01) 4.03 [4.02 (+0.87) 3.15 |4.92 (+1.43) 3.49
Reliability |4.45 (+0.63) 3.82 |4.45 (+0.37) 4.08 |4.80 (+0.76) 4.04
. Relevance |4.78 (40.73) 4.05 [4.65 (+0.47) 4.18 [4.90 (+0.80) 4.10
Technical Officer| no pnical |4.59 (4+0.83) 3.76 |4.48 (+0.20) 4.19 |4.83 (40.68) 4.15
Friendliness|3.92 (4+0.44) 3.48 [4.22 (+0.27) 3.95 |4.67 (+0.62) 4.05
Reliability |4.43 (+0.63) 3.80 |4.40 (+0.10) 4.30 |4.80 (40.79) 4.01
Develoner Relevance |4.66 (+0.83) 3.83 [4.60 (+0.30) 4.30 |4.86 (+0.84) 4.02
evelope Technical |4.67 (+0.62) 4.05 |4.50 (+0.10) 4.40 [4.94 (+0.92) 4.02
Friendliness|4.01 (+0.09) 3.92 [3.90 (—0.50) 4.40 |4.18 (+0.48) 3.70
Reliability |4.10 (—0.14> 4.24 4.30 (—0.19) 4.49 4.55 (+O.29) 4.26
Trainor Relevance [4.56 (+0.16) 4.40 |4.40 (—0.11) 4.51 |4.64 (40.24) 4.40
Technical [4.11 (40.07) 4.04 [4.42 (—0.07) 4.49 |4.58 (+0.36) 4.22
Friendliness|4.02 (—0.03) 4.05 |4.08 (—0.48) 4.56 |4.33 (+0.11) 4.22
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( N
Background of Security Analyst

"Knowledge": "Security Analyst is an expert in identifying vulnerabilities, analyzing threats, and
ensuring IoT devices are secure from cyber threats. Security Analyst possesses in-depth technical
knowledge of security protocols, vulnerabilities, and exploits, and are proficient in interpreting
complex security data."

"Goals": "The primary aim is to conduct in-depth analyses of IoT security threats, vulnerabilities,
and exploits, contributing to the development of secure IoT systems, and provide deep insights
into potential attack vectors, technical analysis, and mitigation strategies."

"Requirements": "Security Analyst requires detailed information about the vulnerabilities, exploits,
and technical configurations of IoT devices."

Background of Technical Officer

"Knowledge": "Technical Officer is familiar with security patch management, ensuring devices ad-
here to organizational security standards, and handling technical troubleshooting. "

"Goals": "Technical Officer is responsible for overseeing the implementation and maintenance of
secure IoT systems within an organization, applying security patches, enforcing security policies,
and troubleshooting security issues."

"Requirements": "Technical Officer’s focus is on implementing security measures within the organi-
zation’s infrastructure. You need practical steps to deploy security updates and verify compliance
with security standards."

Background of Developer

"Knowledge": "Developer works on the technical design and architecture of IoT devices, with a
focus on incorporating security into product design. Developer has a deep understanding of device
security, encryption protocols, and compliance with security regulations."

"Goals": "Developer is responsible for ensuring IoT products meet industry security standards and
are resilient against known threats, and designing and developing secure IoT devices."

"Requirements": "Developer needs insights into current vulnerabilities, designs best practices, and
how to avoid common security pitfalls in future product iterations."

Background of Trainer

"Knowledge": "Trainer creates educational material or conducts training sessions to teach IoT secu-
rity to a broader audience, including technical and non-technical participants. Trainer understands
both technical and pedagogical aspects of IoT security and can explain complex concepts in a sim-
plified manner."

"Goals": "Trainer aims to guide others in the best practices for IoT security, helping to raise
awareness and improve security practices across different user groups."

"Requirements": "Trainer needs information that can be used in a training environment, with clear
kexamples7 case studies, and simplified explanations for different levels of learners."

/

Fig. 10: The background specifications for Security Analyst, Technical Officer,
Developer, and Trainer, utilized to guide the CHATIOT to generate answers.

D Use Case Study and Compared to Vanilla RAG

First, we compare CHATIOT to GPT-40 only for the Security Analyst case study
in Figure 13 and 14. Our key advantages are as follows: Reliability: GPT-40
provides general vulnerabilities and examples but lacks specific details, such as
CVE references for many vulnerabilities. It misses certain critical vulnerabilities.
CHATIOT offers precise information about vulnerabilities, including affected
models and specific risks. It references real-world CVEs, enhancing factual re-
liability. Relevance: GPT-40 covers a broad range of vulnerabilities but does
not specifically target the needs of a security analyst, making it less relevant for
professionals. CHATIOT’s answer is tailored for a security analyst, focusing on
vulnerabilities impacting network security. It provides detailed exploit analysis
and mitigation strategies, making it highly relevant. Technical: GPT-4o0 is a
general LLM, so it lacks comprehensive technical details about each vulnerability
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Table 8: Large Language Models-based field selection for page content and
metadata of VARIoT Vulnerabilities, Exploits, and MITRE ATT&CK ICS. ¢ is
for page content, () denotes metadata, and X indicates unused fields.

Datasets | Fields |LLaMA3:8B LLaMA3.1:70B GPT-40|Datasets| Fields |LLaMA3:8B LLaMA3.1:70B GPT-4o0

cve X @) O 0 stixId @) @) @)

id O O O o name v v v

2 credit (4 X O v parentName [4 X v
b description v v v o description v v v
= title v v v 3 lunrRef x x O
2 products @) O O 3] id O X @)
5 vulns.-config. @) v @) 5: url x X x
£ cvss-score X x @) a is_enterprise x O O
E) cvss-string x O v = type x O @)
> reference x v v 2 relatedTech. x o X
published X O x = is_ics x X x

modified x @) x “ deprecated x x @)

2 id (@) O O 2 credit x @) O
3 description v v v B exploit v v v
2 title v v v B cve-id O O e}
4 reference x @) v s products O O O

I'd be happy to help you find a secure WiFi router with CLS > 1.

Based on the vulnerabilities and exploits I analyzed, there are serious WiFi router threats as follows:

— A firmware issue in some models of D-Link (specifically the DIR-852) allows remote command injection
via malformed arguments to /gena.cgi.

— For Tenda routers — e.g. the AC21 model — multiple buffer-overflow vulnerabilities were discovered
(e.g. via /goform/SetSysTimeCfg, or setPptpUserList, or SetVirtualServerCfg) that allow denial-of-service
(DoS) or potentially remote code execution if exploited.

Examples WiFi routers with CLS > 1:

— D-Link AX3000 Dual-Band Wi-Fi 6: This router has a CLs Level 1 rating and supports WPA2-PSK
(AES)encryption. lt’s a great option for home users who want a secure and reliable WiFi connection.

— TP-Link BE18000 Whole Home Mesh Wi-Fi 7 AP: This router also has a CLs Level 1 rating and
supports WPA2-PSK (AES) encryption. It’s a great option for larger homes or ofices that reguire a
strong andsecure WIiFi signal.

Disclaimer

The recommendations provided in this report are based on the information available at the time of writing.
‘We are not legally responsible for any actions taken based on these recommendations. Always consult with a
professional security expert before implementing any security measures.

I'd be happy to suggest some secure WiFi router options with CLS >1:

— D-Link AX3000 Dual-Band Wi-Fi 6: This router has a CLs Level 1 rating and supports WPA2-PSK
(AES)encryption. It’s a great option for home users who want a secure and reliable WiFi connection.

— ASUS RT-AX82U WiFi 6 Router: Part of the line of ASUS WIiFi 6 routers; ASUS has several models
with CLS Level 4 (highest cert level under CLS).

Disclaimer: A router model has had CLS certification doesn’t guarantee perpetual security the label
remains valid for a limited period (manufacturers must continue issuing firmware updates, etc.).

Fig.11: Answers of vanilla RAG (above) and CHATIOT (below) for (User
Role=Consumer, Query="Can you provide a WiFi router with CLS > 1").

and does not explain them in depth or provide mitigation strategies. CHATIOT
offers detailed technical specifics for each vulnerability, including descriptions,
risks, and mitigation strategies. The structured analysis of exploits is suitable
for technical audiences. Friendliness: GPT-40 uses straightforward language,
making it easy for a general audience to understand, but lacks engagement for
detailed insights. Our approach maintains a professional tone while being infor-
mative. The structured layout enhances readability, making it user-friendly for
professionals seeking specific information.
In Figure 11, we compare CHATIOT to vanilla RAG using GPT-4o.
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1 # metadata fields information and ewamples for the self-querying retriever corresponding to dataset VARIoT ezploits.
2 exploits_metadata_field_info = [

3 AttributeInfo(
4 name="products",
5 description="The affected products.",
6 type="string or list[string]",
7 ),
8 AttributeInfo(
9 "
10 "The ID of the entry in the VarIoT Exploits dataset. ",
11 type="string",
12 ),
13 1]
14 exploits_examples = [
15 (
16 "Provide exploits related to D-Link routers.",
17
18 "query": "exploits related to D-Link routers",
19 "filter": "contain(\"products\", \"D-Link routers\")",
20 1,
21 ),
22 (
23 "Describe the exploits with ID VAR-E-201704-0089.",
24
25 "content with ID VAR-E-201704-0089",
26 "filter": "eq(\"id\", \"VAR-E-201704-0089\")",
27 I
28 ),
29 1]
30

31 # metadata fields information and ezamples for the self-querying retriever corresponding to MITRE ATTHCK ICS
32 ics_metadata_field_info = [

33 AttributeInfo(

34 name="stixId",

35 description="The stixId of the entry in the MITRE ICS dataset.",

36 type="string",

37 Vo

381

39 ics_examples = [

40

41 "Provide the TTPs with stixId attack-pattern--008b8f56-6107-48be-aa9f-746£927dbb61.",

42 {

43 "ICS TTPs with stixId attack-pattern--008b8f56-6107-48be-aa9f-746£f927dbb61",

44 "eq(\"stixId\", \"attack-pattern--008b8f56-6107-48be-aa9f-746£927dbb61\")"

45 },

46 Vo

47 ]

48

49 cls_metadata_field_info = [

50 AttributeInfo(

51 name="category",

52 description="The category of products, for example, WiFi Router",

53 type="string",

54 ),

55 AttributeInfo(

56 name="manufacturer",

57 description="The manufacturer of the product, for example, TP-Link.",

58 type="string",

59 DR

60 AttributeInfo(

61 name="Model",

62 description="The Model No. of product, for example, AP5100W-D171",

63 type="string",

64 ),

65 AttributeInfo(

66 name="CLS Level",

67 description="The CLS level of product, should be [1,2,3,4], and higher is better.",

68 type="integer",

69 Vo

70 1

71 cls_examples = [

72

73 "Provide WiFi Mesh with Model AP5100W-D171.",

74 {

75 "query": "Category and Model",

76 "filter": "and(contain(\"category\", \"WiFi Mesh\"), contain(\"Model\", \"AP5100W-D171\"))",

7T Tro

78 Vs

79 (

80 "Provide WiFi router of D-Link with CLS level no less than 2.",

81 {

82 "query": "category of a manufacturer with CLS level",

83 "filter": "and(contain(\'"category\", \"WiFi router\"), contain(\"manufacturer\", \"D-Link\"), gte(\"CLS Levell\",
— 2",

84 },

85 ),

86 ]

Fig.12: The metadata field information and examples for VARIoT exploits and
MITRE ATT&CK ICS.
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TP-Link routers, like many other networking devices, have been subject to various vulnerabilities and exploits
over the years. These vulnerabilities can range from simple misconfigurations to more complex software flaws
that can be exploited by attackers. Here are some notable vulnerabilities and exploits associated with TP-
Link routers:

1. Default Credentials and Weak Passwords

Many TP-Link routers come with default administrative credentials (e.g., admin/admin). If these credentials
are not changed, attackers can easily gain access to the router’s administrative interface. Weak passwords can
also be brute-forced.

2. Remote Code Execution (RCE)

Several TP-Link router models have been found to have vulnerabilities that allow remote code execution. For
example:

— CVE-2019-7406: A vulnerability in the TP-Link WR940N allows remote attackers to execute arbitrary
code via a crafted HTTP request.

— CVE-2020-12109: A buffer overflow vulnerability in the TP-Link Archer C5 allows remote attackers to
execute arbitrary code.

3. Cross-Site Scripting (XSS)
Cross-Site Scripting vulnerabilities can allow attackers to inject malicious scripts into the web interface of the
router. For example:

— CVE-2019-7405: An XSS vulnerability in the TP-Link WR940N allows remote attackers to inject
arbitrary web script or HTML.

4. Cross-Site Request Forgery (CSRF)
CSRF vulnerabilities can allow attackers to perform actions on behalf of the authenticated user without their
consent. For example:

— CVE-2018-11714: A CSRF vulnerability in the TP-Link Archer C1200 allows remote attackers to
change the router’s settings.

5. Command Injection
Command injection vulnerabilities allow attackers to execute arbitrary commands on the router’s operating
system. For example:

— CVE-2017-13772: A command injection vulnerability in the TP-Link WR1043ND allows remote
attackers to execute arbitrary commands via the ping feature.

6. Information Disclosure
Information disclosure vulnerabilities can expose sensitive information about the router or the network. For
example:

— CVE-2019-7404: An information disclosure vulnerability in the TP-Link WR940N allows remote
attackers to obtain sensitive information via a crafted HTTP request.

7. Firmware Vulnerabilities

Outdated firmware can contain numerous vulnerabilities that have been patched in later versions. It’s crucial
to keep the router’s firmware up to date to mitigate these risks.

8. Misconfigurations

Improper configurations, such as enabling remote management without proper security measures, can expose
the router to external attacks.

Mitigation Strategies

To protect against these vulnerabilities, consider the following best practices:

— Change Default Credentials: Always change the default username and password to something strong
and unique.

— Update Firmware: Regularly check for and apply firmware updates from TP-Link.

— Disable Unnecessary Services: Turn off services like remote management if they are not needed.

— Use Strong Encryption: Ensure that Wi-Fi networks use strong encryption methods like WPA3.

— Network Segmentation: Segment your network to limit the impact of a compromised device.

— Monitor Network Traffic: Use network monitoring tools to detect unusual activity.

Conclusion

TP-Link routers, like any other network devices, can be vulnerable to various types of attacks if not properly
secured. Regular updates, strong passwords, and proper configuration can significantly reduce the risk of ex-
ploitation. Always stay informed about the latest vulnerabilities and apply necessary patches and mitigations
promptly.

Fig. 13: Generated answers of GPT-4o for the inputs (User Role=Security Analyst,
Query="Investigate the vulnerabilities and exploits associated with the TP-Link
Routers").
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Technical Analysis of Vulnerabilities and Exploits in TP-Link Routers

Overview
TP-Link routers have been identified with multiple security vulnerabilities that pose significant risks to users.
This analysis focuses on the vulnerabilities, associated risks, and actionable security measures to mitigate
these threats.
Identified Vulnerabilities
1. Denial of Service (DoS) Vulnerability
— Affected Models: TP-Link Archer C2, Archer C20i
— Description: This vulnerability allows attackers to disrupt the normal functioning of the router,
rendering it unavailable to legitimate users.
— Risk: High. A successful DoS attack can lead to network downtime, affecting all connected devices.
— Mitigation: Implement rate limiting and anomaly detection to identify and block malicious traffic.
Regularly update firmware to patch known vulnerabilities.
2. Security Bypass Vulnerability
— Affected Models: TP-Link Archer C2, Archer C20i
— Description: This vulnerability allows attackers to bypass security mechanisms, gaining
unauthorized access to the router.
— Risk: High. Unauthorized access can lead to data breaches and further exploitation.
— Mitigation: Enable strong authentication mechanisms, such as multi-factor authentication (MFA).
Regularly review and update access control lists (ACLs).
3. Cross-Site Request Forgery (CSRF)
— Affected Models: TP-Link TL-WR1043N
— Description: This vulnerability allows attackers to perform unauthorized actions on behalf of
authenticated users by tricking them into clicking malicious links.
— Risk: Medium. CSRF can lead unauthorized configuration changes, e.g., altering admin passwords.
— Mitigation: Implement anti-CSRF tokens in web forms. Educate users about the risks of clicking
on unknown links.
4. Path Traversal Vulnerability
— Affected Models: TP-Link TL-R600VPN
— Description: This allows attackers to access sensitive system files by manipulating URL.
— Risk: High. Unauthorized access to system files leads to information disclosure and exploitation.
— Mitigation: Validate and sanitize user inputs to prevent path traversal attacks. Regularly update
firmware to patch known vulnerabilities.
5. Command Injection Vulnerability
— Affected Models: TP-Link Archer C2, Archer C20i
— Description: This vulnerability allows attackers to execute arbitrary commands on router.
— Risk: Critical. Command injection can lead to complete system compromise.
— Mitigation: Implement input validation and sanitization. Use security mechanisms like Web
Application Firewalls (WAF) to detect and block malicious inputs.

Exploits Analysis
1. Proof-of-Concept (PoC) Exploits
— Description: Researchers developed PoCs to demonstrate feasibility of exploiting vulnerabilities.
— Risk: High. PoCs can be used by malicious actors to develop real-world attacks.
— Mitigation: Monitor security advisories and apply patches promptly. Conduct regular security
assessments to identify and mitigate potential vulnerabilities.
2. Unauthenticated Reflected XSS
— Affected Models: TP-Link TD-W8951ND
— Description: This vulnerability allows attackers to inject malicious scripts into the browser of an
unauthenticated user.
— Risk: Medium. XSS can lead to session hijacking and unauthorized actions.
— Mitigation: Implement CSP and sanitize user inputs. Update firmware for known vulnerabilities.
3. Authenticated Reflected XSS
— Affected Models: TP-Link TD-W8951ND
— Description: This vulnerability allows attackers to inject malicious scripts into the browser of an
authenticated user.
— Risk: Medium. XSS can lead to session hijacking and unauthorized actions.
— Mitigation: Implement CSP and sanitize user inputs. Educate the risks of clicking unknown links.
4. Reset Admin Password CSRF
— Affected Models: TP-Link TD-W8951ND
— Description: This vulnerability allows attackers to reset the admin password by tricking the
administrator into clicking a malicious link.
— Risk: High. Unauthorized access to the admin account can lead to complete system compromise.
— Mitigation: Implement anti-CSRF tokens and educate the risks of clicking unknown links.

Actionable Security Measures

1. Firmware Updates Regularly update router firmware to patch known vulnerabilities. Enable automatic
updates if available.

2. Strong Authentication Use strong, unique passwords for admin accounts. Enable multi-factor
authentication (MFA) where possible.

3. Network Segmentation Segment the network to limit the impact of a compromised device. Use VLANs
to isolate sensitive devices.

4. Monitoring and Logging Implement network monitoring to detect and respond to suspicious activities.
Enable logging to maintain an audit trail of administrative actions.

5. User Education Educate users about the risks of phishing and social engineering attacks. Encourage
users to report suspicious activities.

Disclaimer

The recommendations provided in this report are based on the information available at the time of writing.
We are not legally responsible for any actions taken based on these recommendations. Always consult with a
professional security expert before implementing any security measures.

Fig.14: Answers of CHATIOT for (User Role=Security Analyst,

Query="Investigate the vulnerabilities and exploits associated with the
TP-Link Routers").
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